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Abstract
Hostile SIMs have been discussed as an attack vector

against Mobile Equipment (ME) connected to cellular net-
works. One main attack path are proactive commands sent
from the SIM to the victim device. In this work, we examine
the threats posed by the RUN AT command which are SIM-
originating requests for the ME to execute a specified AT
command, effectively creating a SIM AT interface.

To explore this interface, we introduce the CATANA toolkit
and use it to analyze real-world devices. Despite existing
community knowledge on proactive commands and the dan-
gers of AT commands, our investigation shows that SIM AT
commands pose a significant security risk for MEs.

We survey 26 different MEs (8 IoT devices and 18 smart-
phones) and find that 9 expose the SIM AT interface, leading
to the discovery of 4 vulnerabilities. We present case stud-
ies demonstrating the impact of discovered vulnerabilities,
including command execution, arbitrary file read, downgrad-
ing connections to 2G, and Denial-of-Service (DoS) of the
ME. Crucially, our work emphasizes the security benefit of
hardening, deprecating, or disabling, the SIM AT interface.

1 Introduction

Cellular networks are ever advancing with increases in band-
width, speed, feature-set, and coverage; This enables them to
support a larger and more complex set of services and devices.
A wide range of devices rely on these networks for connec-
tivity, e.g., phones, cars, computers, and an ever-expanding
assortment of Internet-of-Things (IoT) devices, including pay-
ment terminals, cameras, routers, wearables, smart devices,
and more.

The SIM—be it a classic plastic card, an integrated SIM,
or an Embedded SIM (eSIM)—remains attached to the mo-
dem of every connected device, providing the subscriber iden-
tity needed for authentication and other network services.
However, instead of exclusively storing authentication se-
crets, SIMs are also small computers communicating with

the modem of the mobile device. In most cases, the modem’s
Communication Processor (CP)1 initiates the communication
with the Subscriber Identity Module (SIM) by reading files,
involving it in the authentication flow, or interacting with
programs stored on the SIM (i.e., applets). Moreover, SIMs
can leverage proactive commands to invert this flow of com-
munication and prompt the CP to execute a SIM-controlled
commands [12].

Previous work frequently highlighted the security issues
resulting from proactive command support [10,21,48,49] and
recent work argues for the inclusion of hostile SIMs in mobile
security threat models [22]. While the capabilities of most
proactive commands are restricted to the intended purpose
outlined in the specification [12], the RUN AT command embeds
the highly generic set of ATtention (AT) commands directly
into the proactive request.

Hayes compatible interfaces—those supporting AT
commands—have long been used to control and configure
modems, ever since their initial introduction in the 1980s [19].
Both academic [18, 44] and industry-led research [6] demon-
strated the security threats of AT commands for modems
embedded in modern communication stacks. This resulted
in a gradual tightening of AT interface security, with mod-
ern smartphones exposing it only to privileged users or after
explicitly enabling it as a developer.

In this work, we investigate the SIM-based AT interface
enabled by proactive commands2, and develop CATANA, a
toolkit for exploring this interface. CATANA consists of four
tools enabling us to transceive SIM AT commands, automate
testing of such commands, and inspect results from experi-
ments. Equipped with CATANA, we set out to understand the
prevalence of the SIM AT attack surface, and survey 8 IoT
devices and 18 smartphones for their support of the SIM AT
interface. Our survey shows that while smartphones rarely
support SIM AT commands, IoT modems commonly expose
this feature, with 2 and 7 of the tested devices supporting the
SIM AT interface, respectively. Additionally, we identify 4

1Also referred to as a Communication Processor or a Baseband Processor.
2We refer to this as the SIM AT interface for brevity.
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vulnerabilities affecting multiple surveyed devices.
We highlight the dangers of the SIM AT interface and

demonstrate the impact of identified vulnerabilities by pre-
senting 4 case studies, ranging from Denial-of-Service (DoS)
and a 2G downgrade, to arbitrary file read, and code execution.

In summary, we provide the following contributions:

• We introduce CATANA, a toolkit for interactively ex-
ploring the SIM AT interface, automating testing of AT
commands and analyzing the results of experiments.

• We analyze the presence of the SIM AT interface for
26 devices, spanning smartphones, development boards,
and IoT modems embedded in real-world systems.

• We implement 4 SIM-originating attacks against differ-
ent modems by abusing AT commands: One code execu-
tion, one DoS, an arbitrary file read, and a 2G downgrade
attack.

• We discuss mitigation of our attacks, and motivate the
potential deprecation or removal of the SIM AT interface.

2 Background

2.1 ATtention Protocol
The AT protocol was first introduced in the Hayes Smart-
modem in 1981. For the first time, control over features and
configuration of the consumer-grade modem was performed
in-band over the same serial interface alongside data trans-
missions [9, 35].

Adoption of AT commands continues to this day, with many
modern devices still implementing a functionally identical de-
sign. Since the inception of AT commands, the International
Telecommunication Union (ITU), the 3rd Generation Part-
nership Project (3GPP), and others have released standards
describing universally understood commands and their func-
tion, although many vendors include additional proprietary
commands that extend and alter the standardized set.

All AT commands begin with the letters AT3 followed by
the command and, occasionally, numeric and string parame-
ters. Commands can be categorized into one of 4 types: read,
write, execute, test. The same command will often support
more than one type of operation to implement, e.g., a get and
set mechanism. Below is a generic functional description of
each type of command:

Reading (AT<cmd>?) extracts information out of the modem,
e.g., build version, or Access Point Names (APNs).
Writing (AT<cmd>=[<p1>,<p2>,...,<pn>]) reconfigures the
modem, e.g., by connecting to a different network, or by send-
ing key presses.

3Most extended commands, as defined by 3GPP, begin with AT+, with
only individual exceptions [3].

Executing (AT<cmd>) is similar to writing in that it requests
that the modem performs an operation, but does not provide
parameters to the command.
Testing (AT<cmd>=?) variant will generally exist for every
command and is used to detect whether a command is sup-
ported by the modem and what parameters are supported,
without causing any side-effects.

2.2 SIM AT Interface

Cellular devices often follow a similar design, i.e., there is
usually an Application Processor (AP) running the user-facing
Operating System (OS) like Linux, iOS, Android, or a custom
embedded firmware. Connected to the AP, through shared
memory or a serial interface, is the CP. It is responsible for all
radio communications with nearby cell towers, as well as a
direct connection to the SIM, either a plastic card inserted into
a connector, or an eSIM embedded into a Trusted-Platform
Module (TPM) or other Integrated Circuit (IC).

The CP-SIM half-duplex interface uses Application Pro-
tocol Data Units (APDUs) to send commands and responses
back and forth for the duration of the cellular connection.
Each exchange is initiated with the CP sending a Command
APDU (C-APDU), followed by the SIM sending back one
Response APDU (R-APDU).

A proactive SIM mechanism exists to enable cards to also
issue commands back to the CP using messages called proac-
tive commands. The indication of an available command can
be embedded inside regular R-APDUs flowing on the line, but
the dispatch of the command itself requires an explicit fetch
from the CP. A bit field indicating CP support for proactive
SIM commands is transmitted as part of the TERMINAL PROFILE
C-APDU during the SIM bootstrap process. One proactive
command of particular interest to this work is RUN AT. It ap-
pears less frequently on phones, but standalone cellular mod-
ules sold to manufacturers of cars, car chargers, and other IoT
devices will often offer RUN AT out-of-the-box.

Ultimately, the support for RUN AT exposes an interactive
AT interface to the SIM, allowing the card to dispatch AT
commands to the CP, that may bypass the expected flow,
reducing the AP’s visibility and allowing the SIM to perform
covert malicious activity inside the device.

2.3 SIM Tooling

There are three primary methods of exploring the SIM in-
terface: Using programmable (research) cards, commercial
cards with interposers, or using software-emulated cards.

Programmable Cards. Most smart cards issued to con-
sumers for, e.g., telecommunications, banking, or access con-
trol, only include the Personal Identification Number (PIN)
and PIN Unblocking Key (PUK), but the KIc, KID, and KIK
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key material4 required for software installation onto the card,
remains a secret. Cards intended for research and private use,
such as the cards offered by Sysmocom [43], include KIc,
KID, and KIK key material and support for applet installa-
tion. Most contemporary applets, including those compatible
with Sysmocom SIM cards, are built on top of a Java-based
framework and card API. These applets can be installed on
compatible cards [32] and are executed by an embedded Java
Card Virtual Machine (JCVM) while the card is powered and
communicating with a mobile device.

Developers rely on the SIM Application Toolkit (SAT)
to develop applets that integrate with the USIM application
present on every modern SIM card [2, 11, 12]. This is neces-
sary because cellular devices rely on the USIM application for
authentication to the network, various network and SIM con-
figurations, as well as non-volatile storage for contacts, Short
Message Service (SMS) messages, and connection state.

Interposed Cards. A number of commercial SIM cards
already contain proprietary applets from network operators
or card manufacturers that offer their users a range of supple-
mentary cellular services built on top of the SAT APIs. When
this, or other, proprietary behavior of the card is desired, an-
other approach can be employed to obtain programmability
on the SIM-Mobile Equipment (ME) interface, namely, using
interposers. These are thin sticker-like devices with electrical
contacts on both sides. They attach on one side to the SIM
card, and on the other, to the SIM connector. This enables a
Machine-In-The-Middle (MITM) attack where the interposer
may transparently bridge the two sets of contacts, but also
drop messages, alter them, or inject new ones as a result of
lacking authentication and encryption on the interface. This
method offers researchers a similar capability as with the pro-
grammable cards, but at an increased level of complexity and
reliance on hardware which was not designed for this purpose.

Beyond hardware interposers, SIM research tooling also
enables an overt, but more flexible way of interposing by
exposing the electrical interface from the SIM socket to an
external device, optionally facilitating a connection to remote
SIM cards over the Personal Computer/Smart Card (PC/SC)
interface. Most prominently, SIMtrace2 forms a transparent
bridge between the ME and a card inserted into the SIMtrace2
or a card connected to a host computer via an external card
reader. This results in behavior that mimics the card, but with
the ability to interpose the communications on a host instead
of using interposing hardware.

Recent work by Gegenhuber et al., SIMULATOR, explores
an alternate hardware approach to SIMtrace2 that lowers the
cost of hardware interposing [14, 15].

4KIc and KID key and identifier material are used for ciphering, redun-
dancy checks, cryptographic checksums, and digital signatures. KIK key
material is used to protect KIc and KID [1].

Software Cards. Building on top of tools like SIMULA-
TOR and SIMtrace2, recent work introduced fully software-
emulated SIMs, for instance, Onomondo UICC [31], VSmart-
Card [26], and SIMURAI [22].

We build our work on top of SIMURAI [22] that consists
predominantly of two components: SWICC, the framework
core that forms a generic smart card emulator, and SWSIM
that extends the core emulation to add SIM-specific features,
e.g., proactive commands and Milenage authentication. A
distinct feature of SIMURAI is the APDU pipeline flexibil-
ity that supports APDU handler overloading, and APDU re-
sponse rewriting, that CATANA heavily relies on to achieve
its functionality.

3 Related Work

AT Attacks. Miller et al. [23], Pereira et al. [36], Ama-
rante et al. [5], Hay et al. [16], and Tian et al. [44] explore
the risks of AT over USB and AT over serial on commercial
smartphones. Weinmann et al. [47] present multiple practical
exploits using AT command handlers in the CP to trigger vul-
nerabilities. Furthermore, Herfurt et al. [17, 34] and Traynor
et al. [45] showed that Bluetooth stacks of feature phones,
in particular, the Dial Up Networking (DUN) of the—now
defunct—Symbian mobile OS could result in AT dispatch.

Additionally, multiple works acknowledged the presence
of the SIM AT attack surface [10, 21, 22] but did not further
explore this attack surface. Our work builds on this line of
work and shows the practical security implications of the SIM
AT interface.

Fuzzing. Karim et al. [18] developed ATFuzzer, which un-
covered multiple problems when injecting AT over Bluetooth
and USB. Mulliner et al. [29] created a MITM setup to form
a black-box fuzzer that injected SMS Protocol Data Units
(PDUs) over Wi-Fi into victim devices running on multiple
OSs, leading to discovery of various crashes and bugs.

Moreover, AT commands often support fuzzing of other
components in the cellular stack by providing a dedicated
control channel [13, 20].

Beyond cellular modems. Vaccari et al. [46] and Piracha
et al. [37] exploited the MAC layer of the ZigBee network
protocol to attack ZigBee end-devices. Despite offering in-
teresting case studies for the dangers of AT commands, the
underlying devices do not rely on SIMs.

Defenses. AT-based attacks are also discussed in the context
of defenses. For instance, RILDefender [48] leverages the An-
droid RIL to detect malicious activity, such as reception and
transmission of binary SMS, or execution of AT commands.
Furthermore, Mulliner et al. [28] developed another defense
to explicitly protect against AT attacks using a virtual modem
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that stands between the AP and CP to filter AT commands
sent from the AP to the CP.

While both of the aforementioned defenses protect against
AT commands sent through common interfaces, SIM AT com-
mands that are executed directly on the CP, would remain
undetected.

4 Motivation

Researchers frequently pointed out the dangers of unrestricted
access to AT commands on modern modems, especially those
embedded into smartphones [18, 44]. Similarly, the poten-
tial attack vector introduced by hostile SIMs has also been
discussed in past work [10, 21, 22].

Although prior work regularly acknowledges the possibility
of SIM AT attacks, there is a lack of studies examining the
prevalence and dangers of the SIM AT interface in-depth, to
the best of our knowledge. Given the severe consequences of
AT attacks shown in the literature, e.g., lock-screen bypasses,
memory corruptions, or event injection [44], we believe that
the missing exploration of SIM-originating AT attacks forms
a major blind spot in our understanding of the mobile security
threat landscape.

Our work aims to fill this gap by building tools that aid
in exploring the SIM AT interface and by understanding the
attack surface introduced by the SIM AT interface to contem-
porary cellular devices.

Threat model. We adopt the threat model introduced by
Lisowski et al. [22], where hostile SIMs originate from one
of four sources:

i Vulnerabilities in SIM software stacks allowing for re-
mote exploitation by attackers.

ii Physical access to the device or its SIM, allowing an
attacker to exchange the SIM or install an interposer.

iii Remote SIM administration available to malicious or
compromised operators. This allows the remote ex-
tension of SIM functionality and carrying out attacks
against deployed SIM cards.

iv Supply-chain attacks, where backdoors are inserted into
a SIM at any time between manufacturing and distribu-
tion to end users.

Although this appears to be a strong attacker model at first
glance, we note that all four sources for hostile SIMs are
relevant and realistic in the context of telecommunication
security: SIMJacker attacks used vulnerabilities in the SIM
software stack [42], NSA’s ANT catalog documents physical
SIMs as an attack vector [7], a recently observed operator
data breach includes SIM authentication secrets [24], and

MITRE’s 5G Hierarchy of Threats documents supply-chain
attacks against SIM credentials as observed [25].

Regardless of the source of the hostile SIM, the attacker’s
objective remains the same: compromise the modem that the
SIM is connected to. While this can enable eavesdropping and
make the cellular connection unavailable in the case of smart-
phones, this objective has further importance in the context
of IoT devices. Considering that IoT devices are often locked
down and expose a limited variety of interfaces to attackers,
hostile SIMs can serve as an entry vector for a full-system
compromise beyond solely the device’s modem.

5 Design

We identified five requirements that encompass various ap-
proaches to experimentation on the SIM AT interface; We
aim to satisfy these requirements by building four tools that
can streamline further research. We visualize the developed
tools in Figure 1.

5.1 Requirements
We identified the following as the primary design require-
ments for tools aiding research of this interface:

R1 Using a fully software-emulated SIM card when priori-
tizing flexibility, performance, and iteration time, espe-
cially when a cellular network connection is not required
for those experiments.

R2 Real SIM cards may exhibit behavior that is proprietary
and secret, be it with a custom applet, or keys needed to
authenticate to real networks. In this case, there must be
a way to interpose a real card to allow for interaction with
the AT interface exposed to the SIM, without requiring
applet installation onto commercial SIMs.

R3 Devices do not always have an easily accessible SIM
slot, therefore using tools such as the SIMtrace2 [33] is
not possible. In this case, reprogrammable cards where
the administrative keys of the card are provided to the
researcher, may be required. These types of cards often
contain a JCVM and support Java Card (JC) applet in-
stallation. The applet can receive APDUs that contain
an embedded AT command which can then be replayed
to the phone using proactive commands. The APDU can
be sent to the SIM over another interface, e.g., AT+CSIM
using another AT interface exposed by the device, or
using binary SMS.

R4 Tian et al. found 3500 unique AT commands when
standards and Android-facing CP firmware are consid-
ered [44]. There are a number of other mobile OSs like
KaiOS and iOS, as well as other CPs intended for em-
bedded use, potentially including additional unique AT
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CATtty (R1,R2)

Emulated
Mode (R1)

swSIM

ME

Interposer
Mode (R2)

swSIM

SIM (PC/SC)

SIMtrace2

CATlet (R3)
>

Applet

10101
01010

CLI

SIMME

AT+CSIM

APDU

RUN AT

CATauto (R4)
>

Spec.

ATI  
ATD  

Result

✓ATI
✗ATD

CATtty

SIMtrace2 ME

State Mgr.

CATview (R5)
>

AT Def.

{ ... 
... }

Gen.

Viewer

Figure 1: Overview of the CATANA toolkit, consisting of four independent tools. CATVIEW enables the execution of SIM
AT commands by leveraging an emulated or interposed SIM and CATLET interactively executes SIM AT commands from a
specialized SIM applet. CATAUTO enables iterative execution of SIM AT commands against a target and produces a result file,
which can then be analyzed using CATVIEW.

commands. Consequently, automated AT command test-
ing using the SIM as originator is essential to understand
the landscape of the explored attack surface.

R5 A human-readable and portable file should be provided
to the researcher as a result of the SIM AT interface
analysis. This will aid in further targeting of efforts and
enable passing on to supplementary analysis tooling
down-stream.

5.2 Tooling
CATTTY (R1 & R2) can operate in two modes: the first
offers complete card emulation, and the second interposes
another PC/SC-attached card. Both modes utilize the tooling
provided by SIMURAI, and both modes rely on the SIMtrace2-
ME connection as the communication medium. The user may
also decide to use the tool interactively, which offers them an
AT shell for rapid prototyping, or as one-shot for injecting a
single AT command for non-interactive automation.

When using the emulated card, the default proactive ap-
plication of SWSIM is overridden by a proprietary one that
injects RUN AT proactive commands during runtime. When an
experiment requires certain features of another existing card,
be it an emulated card or a physical one, the user can choose
to interpose that card using a built-in interposer layer based on
SWSIM that offers a predominantly transparent pass-through
for incoming APDUs. This way a SWSIM instance can be-
have like the card it is interposing, while redirecting messages
related to the proactive capability to a proprietary proactive
application included in CATTTY to maintain the ability to
inject RUN AT proactive commands without interference from
the interposed card.

CATLET (R3) comprises two parts: the first is a JC applet
installable on compatible SIM cards, and the second is a host
program that communicates with the applet over a secondary
AT command interface exposed by the target device.

The applet receives specially crafted ENVELOPE APDUs that
encode an AT command from the user. This AT command
will be dispatched to the CP using the RUN AT proactive com-
mand and the card will listen for a response. Once a response
is received inside an ENVELOPE coming from the CP, the AT
response is extracted and copied into an internal buffer.

A host program waits for the user to input an AT command,
then packs it into a packet that is placed inside an ENVELOPE
APDU, and finally packs the APDU into a AT+CSIM command
that can be sent over the exposed AT interface to eventually
land in the SIM applet. The host can request the AT response
as well as applet status for debugging purposes by sending
packets over the AT+CSIM-based path. In essence, this forms a
bidirectional channel with the host and SIM applet assuming
the roles of a controller and a peripheral, respectively.

CATAUTO (R4) builds on top of CATTTY to automate the
dispatch of AT commands to devices supporting the SIM-
trace2. It collects the AT commands and AT responses to-
gether into an output file intended for further offline analysis.

CATVIEW (R5) analyzes the output from CATAUTO to
produce a human-readable and portable JSON file listing all
AT commands that produce a non-error response. Each com-
mand in the list includes a description and a list of variants,
where each variant is also accompanied by a list of responses
observed for that variant.
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6 Implementation

CATANA contains 3331 lines of Zig and 338 lines of Java,
distributed as follows, Zig: ~43% for CATTTY, ~22% for
CATVIEW, ~22% for CATLET, and ~13% for CATAUTO.
Java: 100% for the JC applet of CATLET.

6.1 CATTTY

CATTTY takes advantage of the SIMURAI framework, in
particular the SWSIM component, to implement all features
described in the design.

It runs an emulated SIM powered by SWSIM with the
ability to submit RUN AT proactive commands to the CP. This
is achieved using a proactive application compatible with
SWSIM that allows us to issue RUN AT proactive commands
asynchronously from other threads such as the one listening
for user input when running CATTTY interactively. The state
of the application is tracked carefully to prevent deadlocks,
e.g., when an AT command is submitted to the CP but does
not lead to a response, or when a user wants to replace a
previously entered AT command with a new one before the
prior is submitted to the CP. The one-shot feature has its own
simpler proactive application to isolate complexity and serve
as a minimal example for RUN AT dispatch using SWSIM.

We observed that the dispatch of RUN AT proactive com-
mands should not occur before the first TERMINAL PROFILE or
ENVELOPE is received, to avoid invalid AT responses. We re-
fer to this as the trigger point, since CATTTY will always
wait until a trigger event has occurred before sending any AT
commands.

SWSIM does not include an interposing functionality by
default; as such, we pair up the SWSIM framework with the
scraw library that provides thin cross-platform wrappers to
interact with PC/SC-connected cards. We realize interposing
at the Transmission Protocol Data Unit (TPDU) layer used by
SIMURAI (unlike PC/SC which operates at a higher APDU
layer) using a number of distinct steps. Handling incoming
APDUs starts in our proprietary APDU handler registered
using swicc_apduh_pro_register. Here, we need to drop AP-
DUs that could put the interposer or the interposed card in an
undefined state, namely:

• UPDATE BINARY and UPDATE RECORD to avoid persistent
changes to the card’s EEPROM and to avoid handling
differences in write behavior of different cards as in-
dicated by ‘Data Coding’ in the historical bytes of the
Answer-To-Reset (ATR).

• MANAGE CHANNEL to enforce use of the default logical chan-
nel and prohibit the spawning of secondary ones.

• SEARCH RECORD due to a lack of support in SWSIM. Com-
mands that are not processed by any APDU handler do
not get parsed when the C-APDU header is received and

as a result, we have no way of knowing what procedure
byte to send back which requires us to return an error
indicating an unsupported class or instruction.

• GET RESPONSE is used for command chaining, i.e., allow-
ing a command to queue up a response for later retrieval
using this APDU. When the interposed card indicates
that a response is available, we must manually generate a
procedure byte for the GET RESPONSE command and allow
it to be sent to the interposed card once the header is
acknowledged.

The second step to interposing occurs in the
APDU handler override function registered with
swicc_apduh_override_register. We short circuit this
function when any of the blocked commands are received,
otherwise we dispatch the current APDU to the interposed
card over PC/SC. When a response is received, we scan the
status word for a normal success or a proactive indication and
overwrite it with our own if a proactive command created for
the user of CATTTY is ready to be injected. We gracefully
handle any errors coming out of the interposed card, but
a breakdown of the PC/SC communication can occur if a
state mismatch arises as a consequence of an unforeseen
interaction between SWSIM and the interposed card.

6.2 CATLET

This tool establishes a bidirectional connection between the
CATLET Command Line Interface (CLI) and a CATLET ap-
plet running on the SIM. The CP communicates with the SIM
using APDUs5, and the host connects to an exposed AT in-
terface of the target device to obtain a regular (non-SIM) AT
interface, allowing the CLI to dispatch proprietary packets
to the applet. The CLI forms packets based on user input,
packs them into ENVELOPE C-APDUs and sends them to the
active SIM using the AT+CSIM command that is expected to be
supported by the exposed AT interface. This communication
channel allows the host to dispatch user-specified AT com-
mands as well as other commands that extract state and AT
responses from the applet.

Although the SAT offers a large number of features, it
does not provide an insight into all C-APDUs received by
the card unless they are proprietary ENVELOPE commands.
As a consequence of this abstracted design, CATLET re-
lies on ENVELOPE C-APDUs and packs a proprietary packet
format into a proprietary SAT template object. The ap-
plet must register to receive the proprietary messages us-
ing toolkitRegistry.setEvent(EVENT_UNRECOGNIZED_ENVELOPE).
Whenever this type of proprietary C-APDU is received by
the USIM application, the EVENT_UNRECOGNIZED_ENVELOPE event
is dispatched to every SAT applet. This event allows us to

5Non-extended C-APDUs can carry at most 256 bytes in their data field
when using protocol T=0. This sets an upper length limit on AT commands
dispatched from the CATLET CLI to the applet.
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[ {
"title": "Control Call Event",
"description ": "AT^DSCI is used to
enable/disable ^DSCI URC (call event).",

"base": "AT^DSCI",
"variant ": [
{ "suffix ": "?", "response ": [
"\r\n^DSCI: 0\r\n\r\nOK\r\n" ] },
{ "suffix ": "=?", "response ": [
"\r\n^DSCI: (0-1)\r\n\r\nOK\r\n" ] },
{ "suffix ": "", "response ": [
"\r\nOK\r\n", "\r\nOK\r\n" ] } ]

} ]

Listing 1: A minimal example of the JSON output generated
by CATVIEW.

trigger our applet and extract the value from the proprietary
SAT template object immediately at the time of reception. In
case the received packet instructs the applet to send an AT
command, we extract the embedded command and repack it
into a RUN AT proactive command that gets queued for trans-
mission to the CP. In effect, this mechanism allows the SIM
card to execute AT commands on behalf of the user of the
CATLET CLI.

6.3 CATAUTO

CATAUTO reads a list of AT commands from an input text file,
each delimited by a newline. Then, the main orchestration
loop sequentially repeats the following steps for each AT
command included in the input:

i Start up a one-shot CATTTY instance and the
simtrace2-cardem-pcsc driver of SIMtrace2 that bridges
the SWSIM-based SIM hosted by CATTTY with the ME.
Lastly, we trigger an ME reboot using adb reboot and
begin waiting for a response.

ii When an AT response arrives, CATAUTO writes the com-
mand and response to an output file.

iii Finally, SIGTERM and SIGINT are sent to
simtrace2-cardem-pcsc and CATTTY, respectively,
and CATAUTO closes the control loop using pcsc-scan
to wait until the PC/SC middleware no longer detects
the SWSIM card.

6.4 CATVIEW

Analysis begins with the output file generated by CATAUTO
and ends with a JSON file formatted according to Listing 1.
The resulting JSON file consists of an array of commands,
each including a description of the command’s function, and a
list of supported variants. Inside each variant is another array

containing a list of all responses obtained with that variant of
the command.

At first, CATVIEW reads in all AT commands and re-
sponses, then unpacks the data into an internal representation
optimized for further processing. Next, we apply a filter that
removes any responses of the form \r\nERROR\r\n along with
any variants that become empty as a result of the response
removal. The remaining data gets converted into an internal
representation modeled after the JSON schema, and written
to a file as a string.

7 Evaluation

We evaluate CATANA by gauging the utility it offers to the
research community. Consequently, our evaluation aims to
answer two key questions: (1) How prevalent is the support
for AT commands via SIM and (2) What is the security impact
of accepting AT commands from the SIM interface?

To answer these questions, we first perform a survey of
representative devices, and then present a series of case studies
demonstrating vulnerabilities and architectural weaknesses
exploitable using SIM AT commands.

7.1 Device Survey

Our device survey is based on a composition of data sources.
While SIM AT command support is ultimately tested on-
device, information about the device’s architecture is obtained
from documentation (if available) or by reverse-engineering
the corresponding CP firmware.

7.1.1 Smartphones

CPs, including the ones deployed on smartphones, commu-
nicate their proactive capabilities to a SIM upon insertion.
We selected a range of smartphones, covering 10 vendors,
18 phone models, and 6 chipset manufacturers, and retrieved
their terminal profiles to assess their support for the RUN AT
proactive command.

Table 1 shows our results. Previous studies [18,44] and pub-
licly available information suggests that, for most phone mod-
els, the CP supports execution of AT commands dispatched
from the device’s Radio Interface Layer (RIL), with the ex-
ception of Apple iPhone models. However, among all tested
phones, only three report support for RUN AT. Two of of the
affected models come from the same vendor, and all affected
models leverage a Qualcomm CP chipset. However, models
from other vendors, even when using a Qualcomm CP, do
not offer support for RUN AT, suggesting that the feature is
explicitly added through vendor personalization.

Beyond inspecting the terminal profile, we also investigated
how Android and CP firmware handle SIM AT commands.
Generally, proactive commands, including RUN AT, are first
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Vendor Model CP Chipset SIM AT

Apple
iPhone 15 Qualcomm (X70 5G)
iPhone 16e Apple (C1)

Google
Pixel 7 Samsung (Exynos 5300)
Pixel 9 Samsung (Exynos 5400)

Motorola
One Vision Samsung (Exynos 9609)
G32 Qualcomm (SM6225)

OnePlus
5T Qualcomm (MSM8998)
Nord CE 2 MediaTek (Dimensity 900)

OPPO
Find X5 Qualcomm (SM8350)
Reno14 F 5G Qualcomm (SM6450)

Samsung

Galaxy A14 MediaTek (MT6769)
Galaxy A72 Qualcomm (SM7125)
Galaxy S22 Samsung (Exynos 2200)
Galaxy Z Flip6 Qualcomm (SM8650)

ASUS Zenfone 9 Qualcomm (SM8475)
Huawei P40 Lite Huawei Kirin 810
Oukitel C19 Mediatek (MT6735)

ZTE Blade A54 Unisoc (SC9863A)
: Supported : Not supported

Table 1: Smartphones tested for SIM AT support. This infor-
mation is based on the terminal profile sent by the phone to
the SIM.

handled by the CP, and forwarded to the AP if it is necessary
for handling.

We analyzed the proactive command handling inside the
Shannon-based firmware images running on the Samsung
Exynos CPs, in particular: Google Pixel 9 and Motorola One
Vision. We found that the main proactive command parser
explicitly adds the RUN AT proactive command to a block list.
Nevertheless, the baseband still contains the code for parsing
and handling these commands, including code paths that for-
ward them to the AP. This code is unreachable under normal
execution, but it could still be triggered under control-flow
hijacking exploits.

On APs running Android, an incoming RUN AT proactive
command is first parsed inside the Telephony Card Applica-
tion Toolkit (CAT) service and then forwarded to the OEM-
customizable SIM Toolkit (STK) app that implements the
command handlers. In AOSP’s reference STK app, RUN AT is
flagged as a non-interactive command, i.e., a command that
requires no further user confirmation before execution.

Most phones report no support for execution of SIM
AT commands. Nevertheless, Android and CP firmware
often retain the infrastructure needed to execute them,
often guarded solely by a single block list check.

7.1.2 IoT Modems

To assess the support for SIM AT commands in IoT modems,
we examined 8 modems from 4 vendors. We inspected
modems integrated into larger embedded systems, as well
as standalone devices, such as development boards and USB
modems. We picked prominent internet-connected embedded
systems, e.g., Electric Vehicle (EV) chargers, an industrial
router, and an automotive telematics unit from a car.

During our survey, we found that nearly all IoT modems
follow an internal AP-CP architecture, where a real-time CP
implements the cellular stack and a more powerful modem-
internal AP controls the CP’s operation. The internal AP
also provides connectivity to the larger system, for instance,
through USB, or a separate serial (AT) interface. To better un-
derstand the wider ecosystem, we also surveyed the operating
system used by the internal APs.

Figure 2 shows the inspected IoT modems and Table 2
summarizes the results of our survey. All explored Quectel
modems use a Qualcomm-based CP and an internal AP run-
ning Android on an ARM Cortex-A7 core, even if the main
CPU of the device interfacing with the modem is less pow-
erful. Likewise, the examined Sierra Wireless modem also
leverages a Qualcomm CP, but bases the internal AP firmware
on an adaptation of ThreadX. Nordic Semiconductor nrf9160
uses an in-house designed modem, and the software running
on the internal AP can be freely chosen by the developer, with
common options including ZephyrOS and bare-metal opera-
tion built with Nordic’s nrfx library [30]. Lastly, the Simcom
SIM800C does not include a dedicated AP, but relies solely
on an ARM-based MediaTek MT6261 CP.

All surveyed devices provide an AT interface for operating
and configuring the modem. Except for the nRF9160 and the
SIM800C, all other modems also support the RUN AT proac-
tive command. In these cases, the modem’s CP commonly
does not implement exhaustive handling of the SIM AT com-
mands. Instead, incoming SIM AT commands will generally
be forwarded to the internal AP where they get processed.

Most IoT modems support SIM-originating AT com-
mands. In regards to most commands, handling is imple-
mented on the internal AP rather than the CP, offering a
rich attack surface to hostile SIMs.

7.2 Case Studies
For our case studies, we selected three representative devices
from each of the prevalent cellular-connected device classes:
AUTEL Maxi US AC W12-L-4G (IoT), a Quectel EG25-G
modem (standalone), and an OPPO Reno 14 F 5G (phone).

7.2.1 Code Execution

Target and Context. The AUTEL Maxi US AC W12-L-4G
car charger consists of a GigaDevice GD32F407 ARM Cortex-
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Vendor Model CP Chipset AP OS Device(s) AT SIM AT

Quectel

EC25-AFX Qualcomm MDM9607 Linux Standalone, EV Charger
EC25-EUX Qualcomm MDM9207 Linux Industrial Router
EG25-G Qualcomm MDM9607 Linux Standalone
RM520N-GL Qualcomm SDX65 Linux Standalone
AG525R-GL Qualcomm SA415M Linux Automotive Telematics Control Unit

Nordic nRF9160-DK Nordic nRF9160 Custom Development Board
Sierra Wireless RC7620 Qualcomm MDM9207 ThreadX Development Board, AC Charging Controller

Simcom SIM800C MediaTek MT6261 N/A Standalone

: Supported : Not supported

Table 2: IoT Modems tested for SIM AT support. The AP OS refers to the internal AP embedded within the modem.

(a) Quectel EC25-AFX (b) Quectel EC25-EUX (c) Quectel AG525R-GL (d) Sierra Wireless RC7620

(e) Nordic nRF9160 (f) Quectel RM520N-GL (g) SIMcom SIM800C (h) Quectel EG25-G

Figure 2: Tested IoT modems. (a), (b), (c), and (d) are modems embedded in real-world IoT devices, while (e), (f), (g), and (h)
are standalone modems. We also tested standalone version of modems (a), (b), and (d).

M4-based microcontroller and a Quectel EC25AFXDGA cel-
lular modem and navigation module (with an ARM Cortex-
A7 as the AP and a Qualcomm MDM9607 as the CP). The
Cortex-A7 runs a Linux-based firmware, while the Cortex-M4
is running a ThreadX Real-Time Operating System (RTOS).

The SIM card is connected to the Quectel module, and for
an initial investigation, we extracted the AP root File System
(FS) from a Quectel EC25-AFX development board. Reverse
engineering showed that the atfwd_daemon binary receives AT
commands from various sources, including the SIM AT in-
terface. While this binary generally forwards incoming AT
commands to the respective sink, it also directly implements
a small number of AT handlers.

Vulnerability. Further reverse engineering showed that the
AT handlers implemented within atfwd_daemon would often

use libc’s system() function to invoke further functionality.
While called with static parameters for most instances, we
found two identical cases of an unsafe format string, allowing
attackers to inject a string into a shell command:
echo txvoiceiirs %d %d %d %s > /run/alsaucm_test

and
echo rxvoiceiirs %d %d %d %s > /run/alsaucm_test

Although the corresponding AT handlers apply a character
block list preventing usual shell escapes, we found a bypass
by injecting a newline character.

Example Attack. We implemented a two-stage attack, with
the first stage creating a custom executable wrapper to bypass
the block list. The second stage then uses this wrapper, lead-
ing to an end-to-end code execution capability obtained by
dispatching RUN AT proactive commands from the SIM.
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Figure 3: 2G Downgrade on OPPO Reno 14 F 5G. The left
shows that all network types are selected, the center shows
that the phone discovers multiple 4G networks, and the right
shows that, after the downgrade, the phone only sees 2G net-
works. The phone also switches from a 4G network to a 2G
network after the attack.

7.2.2 Denial-of-Service & 2G Downgrade

Target and Context. Contemporary smartphones often ag-
gregate processing into one System-on-Chip (SoC), featuring
an AP, frequently running Android or iOS, and a CP running a
proprietary firmware from the vendor, e.g., Qualcomm, Medi-
aTek, Samsung, or Huawei. The OPPO Reno 14 F 5G, chosen
as our target, is based on the Qualcomm SM6450 SoC and
supports the RUN AT proactive command.

Attack Surface Identification. For initial analysis, we ob-
tained a copy of the Over-the-Air (OTA) firmware package
for our target. To identify supported AT commands from the
modem binary (NON-HLOS.bin), we used a regex-based search
approach similar to Tian et al. to extract AT commands from
the baseband firmware [44]. At the time of writing, the com-
mand list collected by Tian et al. was not available; therefore,
we enhanced the 211 commands collected from the OTA
firmware with another ≈ 800 commands that served as in-
put to CATAUTO, our automated AT tester. We fed the ob-
tained AT responses into CATVIEW to filter out unsupported
commands. This led to 198 AT commands and their variants
supported by the AT interface offered to the SIM card.

To characterize the potential security impact and to under-
stand the parameter format of each command, we examined
publicly available documentation and information. Vendors
tend to re-use proprietary AT commands across many series
of modems, including those intended for public use by devel-
opers, resulting in a rich attack surface.

Example Attacks. To run our attacks, we leverage an in-
teractive AT shell using CATTTY. We leverage the following
three AT commands for proof-of-concept attacks:6

1. AT$QCPWRDN for powering down the phone (temporary de-
vice DoS until reboot),

2. AT+CFUN=0 for powering down the CP (temporary modem
DoS until reboot),

3. AT+COPS=0,,,0 for restricting access to 2nd generation
cellular networks (2G downgrade).

We show the 2G downgrade in Figure 3. The downgrade can-
not be mitigated by the user performing any of the following
actions: toggling airplane mode, switching to manual network
selection (only shows 2G networks), disabling the SIM card
in cellular settings, toggling mobile data, or changing network
generation preferences in the cellular tab.

7.2.3 Arbitrary File Exfiltration

Target and Context. Most Quectel modules support AT
commands for file system interactions. Depending on the
module’s series, the user can choose between different storage
locations for their files, including a User File Storage (UFS)
residing on flash memory, a Security File System (SFS), RAM
storage, and an external SD card [39–41]. However, regardless
of the location, reverse engineering showed that the underly-
ing file systems are not implemented by the cellular processor
itself, but handed off to the accompanying Android AP by
leveraging the Trivial File Transfer Protocol (TFTP). The AP
stores the files in dedicated directories (e.g., /data/ufs for
the UFS on the EG-25G module).

Vulnerability. We found outdated firmware versions for
Quectel modems that exhibit a direct path traversal vulnera-
bility for the file system interactions. An attacker could use
relative paths to break out of the dedicated storage area, freely
accessing, creating, and modifying files in other locations on
the file system.

While this vulnerability is fixed on newer firmware ver-
sions, we noticed that the tftp daemon on the AP does not
check whether files are ordinary files or symbolic links. While
the AT interface to the file system cannot introduce symbolic
links by itself, we hypothesize that there are multiple ways
for an unprivileged, physical attacker to contrive such a file
system. For instance, for modules with SD card support, this
becomes trivial, as files on the SD card can be modified offline
before re-inserting the SD card to the target device. While
most modules exhibit such support, the platforms on which
they are integrated most commonly are not. In these cases, an

6We also provide proof-of-concept videos to illustrate attacks against
phones, available from https://doi.org/10.5281/zenodo.21236017.
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attacker has another way to manipulate the file system: Flash-
ing a custom usrdata partition to manipulate the contents of
the UFS directory.7

As Quectel APs are Android-based, they also exhibit a fast-
boot interface, which can be entered by driving special pins
high during boot, using Quectel-specific tooling, or using the
AT+QFASTBOOT command if supported by the module. Thus,
an attacker could prepare a malicious partition, including a
symbolic link, and flash it to the victim module via fastboot.

Example Attack. While we found the symbolic-link-based
path traversal vulnerability present on all tested modules, we
focus this part of the case study on the EG25-G modem. After
inserting a malicious symbolic link on the ufs partition, we
use CATTTY in interposer mode to exfiltrate the contents of
the linked file.

We interpose a commercial SIM, allowing us to first estab-
lish a legitimate data connection to the internet via SIM AT
commands. Then, we use the Quectel proprietary AT+QSMTP
commands [38] to prepare an email including the victim file
as an attachment. We then send-out the file to an attacker-
controlled server, disclosing its contents.

Beyond File Exfiltration. Quectel also provides AT com-
mands for directly operating on files, such as AT+QFOPEN,
AT+QFCLOSE, AT+QFWRITE, and AT+QFREAD. While we could suc-
cessfully open and close files via the SIM AT interface, direct
read and write operations did not succeed. The underlying
reason is that read and write commands put the AT interface
into a data mode [39] that does not seem to be supported by
the SIM AT interface.

However, we note that this vulnerability could still
be exploited via the regular USB AT interface if
present. For most consumer modems, the symbolic-link-
based file access may even enable code execution, as
the TFTP daemon runs with root privileges. By writ-
ing to files such as /sys/kernel/uevent_helper or
/proc/sys/kernel/hotplug [4], scripts at an attacker-
controlled location can be executed—including scripts located
within the previously prepared file storage locations.

8 Mitigation

We propose multiple mitigations to reduce the dangers of SIM
AT-based attacks. The simplest approach is to deprecate sup-
port for the SIM AT interface, alongside any other proactive
commands introducing security risks. These interfaces had
legitimate use cases in historical applications when modems
and connected devices were resource-constrained and re-
quired out-of-band management. However, we believe that

7We note that most other partitions of the Quectel firmware are cryp-
tographically signed and validated during boot to make them resistant to
attacker modification.

the security risks of proactive commands, including RUN AT,
outweigh their benefits in modern communication stacks.

This intuition is already reflected in the observed support in
recent smartphones, where supporting the SIM AT interface
is the exception. However, instead of disabling RUN AT support
on the CP based on a block list, we argue that a compre-
hensive mitigation should also remove associated code paths
from the CP firmware and the AP’s software stack to avoid
reintroduction of this attack surface through regressions.

As deprecating dangerous proactive commands requires
cooperation from vendors and manufacturers, we also believe
that there is value in consumer-facing mitigations. For in-
stance, detection and prevention frameworks leveraging low-
level modem logs, such as RILDefender [48] or BaseTrace [8],
could be extended to detect artifacts of AT commands orig-
inating from hostile SIMs. Additionally, hardened builds of
Android could consider disabling the processing of SIM AT
commands. While this does not protect against AT commands
directly handled on the CP, it reduces the attack surface, lim-
iting the potential impact of SIM AT commands.

Lastly, following the suggestions offered in recent
work [27], another route for mitigation are defenses based on
SIM interposers, i.e., small physical machine-in-the-middle
implants between SIM and CP. Newly developed or repur-
posed interposers could drop proactive RUN AT commands be-
fore they even arrive at the CP, allowing for a hardware-based
defense against attacks from hostile SIMs. We leave the ex-
ploration of such mitigations to future work.

9 Discussion

Impact of SIM AT attacks. As shown by previous
works [18, 44] and our case studies, SIM AT attacks enable a
diverse set of attacker capabilities. Beyond Denial-of-Service
rendering the cellular connection unusable, most of these ca-
pabilities can serve as an entry vector for further exploitation.

All surveyed MEs report basic information about the de-
vice type, firmware version, and even the corresponding IMEI
via SIM AT commands, allowing attackers to fingerprint a
device/user before launching targeted attacks. Downgrading
connections to 2G without user consent eases fake base sta-
tion attacks due to the lack of mutual authentication in 2G.
Transceival of SMS using AT commands further facilitates
hostile SIMs to establish a Command and Control (C&C)
channel to attacker controlled infrastructure such that initiat-
ing calls can turn a victim ME into an eavesdropping device.

Moreover, code execution on the internal AP of an IoT
modem may be used as a stepping-stone for compromising
the main system it is integrated with. In the simplest case, a
compromised internal AP allows for machine-in-the-middle
attacks. However, we also noticed that firmware running on
the IoT’s main CPU may expect only benign inputs from
the connected modem. For instance, the main firmware for
one of the surveyed devices contains a heap-based buffer
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overflow when receiving a malformed IP address from the
modem’s internal AP during connection setup, demonstrating
the additional dangers of a compromised internal AP.

Limitations. While the CATANA suite provides compre-
hensive access for exploring SIM AT commands and attacks,
we acknowledge that our tools are not without limitations.

A main roadblock for CATTTY is synchronization of file
system state between the emulated and interposed SIM. To
avoid inconsistencies, we drop all requests from the ME that
seek to update the file system’s contents. While this may
cause malfunctions of the ME, we did not encounter such an
issue in our testing.

The automated testing loop provided by CATAUTO is af-
fected by a fundamental implementation of the proactive SIM
protocol: the processing of commands such as RUN AT is pro-
cessed asynchronously. As a result, when CATAUTO does
not receive a response to a sent SIM AT command in a given
time window, it cannot distinguish between a still running AT
command, a timeout in processing, and a crash of the ME.
Thus, we recommend analysts to manually inspect the ME’s
behavior whenever CATAUTO encounters such a situation.

Lastly, when designing the AT specification for CATVIEW,
we prioritized simplicity over full expressiveness. While the
specification allows to encode the structure for the majority
of AT commands, it does not include semantics for optional
and context-dependent AT parameters as for instance used
by vendor-specific configuration commands. Nonetheless,
we encountered only a minor amount of commands affected
by this limitation which was not hindering our testing. We
leave deriving a grammar for expressing such semantics and
integrating it with CATANA to future work.

Beyond SIM AT attacks. The attacks described in this
paper build on the proactive RUN AT command. While we
deliberately focus on this specific command in our paper,
previous work has shown the general dangers of proactive
commands, including memory corruption in parsers [22],
real-world spyware [42], and launching a browser [10], us-
ing the SEND SS & SEND SMS, PROVIDE LOCAL INFORMATION, and
LAUNCH BROWSER commands, respectively.

While researching SIM AT commands, we also discovered
a new variation of these previously-known dangerous proac-
tive commands. On recent versions of Android, a hostile SIM
can force a phone to visit an attacker controlled website with-
out any user interaction using the LAUNCH BROWSER command.
Surprisingly, this worked even if the phone’s lockscreen is
active, providing a potential entry-point for a more complex
exploit chain.8

These examples show that proactive SIMs and the general
attack surface available to hostile SIMs requires additional

8We reported our finding to Google, who acknowledged this vulnerability
under CVE-2025-48618 and released a patch.

scrutiny, as most of the according interfaces were built with
benign SIMs in mind. With CATANA, we provide a set of
tools to extensively explore a subset of this attack surface and
we hope that our findings will inspire additional hardening
against hostile SIMs.

10 Conclusion

In this paper, we examined the dangers of SIM-originating AT
commands. We presented CATANA, a series of tools for ex-
ploring the SIM AT interface and assessing the attack surface
available to hostile SIMs. We surveyed a range of smart-
phones and IoT devices to understand the prevalence of the
SIM AT interface in representative devices. We also con-
ducted 4 case studies demonstrating 4 practical attacks against
real-world devices and discussed potential defenses.

In conclusion, our study showed that hostile SIMs remain a
security threat for the mobile communication landscape, espe-
cially in the context of IoT devices. We hope that our findings
are insightful to the community and contribute towards a shift
to a more secure ecosystem by deprecating legacy interfaces
available to SIMs.

Open Science

CATANA is available from: https://open.liskra.org/
git/repo/catana/catana.git.
We also archive a stable version of CATANA at: https://
doi.org/10.5281/zenodo.21236119.

Ethical Considerations

Harms vs. Benefits. This paper discusses tooling for iden-
tifying vulnerabilities in mobile communication devices and
presents 4 vulnerabilities embedded in real-world devices.

The tools we created and the information about the pre-
sented vulnerabilities could be abused for malicious purposes,
e.g., for surveilling users, gaining illegitimate access to de-
vices, or disrupting cellular communication. To reduce the
potential for abuse, we follow the coordinated vulnerability
disclosure practices as outlined below. We further refrain from
publishing “weaponized” tooling, such as non-interactive ap-
plets directly compromising a victim device.

Our decision to publish this research is based on our belief
that the creation of secure systems requires in-depth knowl-
edge about potential hazards. While publishing the discovered
vulnerabilities may put users at risk in the short-term, the find-
ings of our work will be instrumental in deriving long-lasting
mitigations and is likely to lead to more secure systems in
the long-term. To minimize the risks posed to users, we coor-
dinated with affected vendors to ensure that patches for the
discussed vulnerabilities are available before publication of
this work.
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Coordinated Disclosure

We disclosed the findings discussed in this paper to: Google,
Oppo, Quectel, Semtech (formerly Sierra Wireless), and Qual-
comm, in March 2026. After preliminary responses from ven-
dors, we decided to further inform GSMA in May 2026.

Oppo and Google triaged issues outlined in our report and
considered them informative, but outside the scope of their
respective vulnerability reward programs. Semtech confirmed
our findings and plans to integrate patches created by the
baseband vendor, Qualcomm. Quectel confirmed our findings,
but noted that the shell command injection was already known
and fixed in newer firmware versions. At the time of writing,
Quectel implemented a mitigation for the symbolic link-based
attack and is developing a mitigation for the exposed SIM AT
interface. Qualcomm confirmed our findings and created a
hardened configuration that disables the SIM AT interface by
default. GSMA disseminated our report to the CVD panel for
triaging and tracks the issue under CVD-2026-0122.
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