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Preface

An open communications standard defined by the worldwide networking community, TCP/IP consists
of numerous application, routing, transport, and network management protocols. These protocols enable
any connected host to communicate with any other connected host, without needing to know details
about the other host or the intervening network topology. Computers and networks from different
manufacturers running different operating systems can interoperate seamlessly.

The VSI TCP/IP Services for OpenVMS product is an implementation of the TCP/IP networking
protocol suite and internet services for OpenVMS Alpha and OpenVMS VAX systems.

This manual introduces the TCP/IP Services product and provides conceptual and planning information
to help you configure and manage the product.

1. About VSI

VMS Software, Inc. (VSI) is an independent software company licensed by Hewlett Packard Enterprise
to develop and support the OpenVMS operating system.

2. Intended Audience

This manual is for anyone who needs an overview of the TCP/IP Services product.
See the VSI TCP/IP Services for OpenVMS User's Guide for information on using TCP/IP Services

applications and the guide for details on configuring VSI TCP/IP Services for OpenVMS Management and
managing the TCP/IP Services product.

3. Document Structure

This manual contains the following chapters:
Chapter 1 provides an overview of the TCP/IP Services product.
Chapter 2 describes the network implementation differences between UNIX and OpenVMS.

Chapter 3 describes the many decisions you need to make about OpenVMS configuration options before
configuring TCP/IP Services.

Chapter 4 describes OpenVMS operating system features that support the TCP/IP environment.

Chapter 5 describes key concepts of network server features: NTP, routing, BOOTP and DHCP, FTP,
and SNMP.

Chapter 6 describes mail services: Post Office Protocol (POP), SMTP, and IMAP.

Chapter 7 discusses ways to connect to the network, such as TELNET, PPP and SLIP, DECnet-over-
TCP/1P, NES, and XDM.

Chapter 8 describes the TCP/IP Services implementation of the Berkeley Internet Name Domain
(BIND) service.
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Chapter 9 provides guidelines, scenarios, and checklists for deploying IPv6 on a single system in a

network.

4. Related Documents

The following table lists the documents available with this version of VSI TCP/IP Services for

OpenVMS:

Manual

Contents

VSI TCP/IP Services for OpenVMS Concepts and
Planning

This manual provides conceptual information
about TCP/IP networking on OpenVMS systems,
including general planning issues to consider
before configuring your system to use the TCP/IP
Services software. This manual also describes the
manuals in the TCP/IP Services documentation set
and provides a glossary of terms and acronyms for
the TCP/IP Services software product.

VSI TCP/IP Services for OpenVMS Installation and
Configuration

This manual explains how to install and configure
the TCP/IP Services product.

VSI TCP/IP Services for OpenVMS User's Guide

This manual describes how to use the applications
available with TCP/IP Services such as remote
file operations, email, TELNET, TN3270, and
network printing.

VSI TCP/IP Services for OpenVMS Management

This manual describes how to configure and
manage the TCP/IP Services product.

VSI TCP/IP Services for OpenVMS Management
Command Reference

This manual describes the TCP/IP Services
management commands.

VSI TCP/IP Services for OpenVMS ONC RPC
Programming

This manual presents an overview of high-level
programming using open network computing
remote procedure calls (ONC RPCs). This manual
also describes the RPC programming interface
and how to use the RPCGEN protocol compiler to
create applications.

VSI TCP/IP Services for OpenVMS Sockets API
and System Services Programming

This manual describes how to use the Sockets API
and OpenVMS system services to develop network
applications.

VSI TCP/IP Services for OpenVMS SNMP
Programming and Reference

This manual describes the Simple Network
Management Protocol (SNMP) and the SNMP
application programming interface (eSNMP).

It describes the subagents provided with TCP/
IP Services, utilities provided for managing
subagents, and how to build your own subagents.

VSI TCP/IP Services for OpenVMS Guide to IPv6

This manual describes the IPv6 environment, the
roles of systems in this environment, the types and
function of the different IPv6 addresses, and how
to configure TCP/IP Services to access the IPv6
network.
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This manual describes concepts that are specific to the VSI TCP/IP Services for OpenVMS
implementation of TCP/IP. If you are looking for a comprehensive overview of the TCP/IP protocol
suite, you might find the following useful:

e Comer, Douglas E. Internetworking with TCP/IP Volume 1: Principles, Protocols, and Architecture.
4th edition. Englewood Cliffs, NJ: Prentice Hall; ISBN: 0130183806, 2000.

e Stevens, W. Richard. UNIX Network Programming Volume 1: Networking APIs: Sockets and XTI.
Second edition, Prentice Hall PTR; ISBN: 013490012X, 1997

5. OpenVMS Documentation

The full VSI OpenVMS documentation set can be found on the VMS Software Documentation webpage
at https://docs.vmssoftware.com.

6. VSI Encourages Your Comments

You may send comments or suggestions regarding this manual or any VSI document by sending
electronic mail to the following Internet address: <docinfo@vmssoftware.com>. Users who have
VSI OpenVMS support contracts through VSI can contact <support@vmssoftware.com> for
help with this product.

7. Conventions

The following conventions are used in this manual:

Convention Meaning

Ctrl/ x A sequence such as Ctrl/ x indicates that you must hold down the key labeled Ctrl
while you press another key or a pointing device button.

PF1 x A sequence such as PF1 x indicates that you must first press and release the key
labeled PF1 and then press and release another key or a pointing device button.

Return In examples, a key name enclosed in a box indicates that you press a key on the
keyboard. (In text, a key name is not enclosed in a box.)

A horizontal ellipsis in examples indicates one of the following possibilities:
e Additional optional arguments in a statement have been omitted.
e The preceding item or items can be repeated one or more times.

e Additional parameters, values, or other information can be entered.

A vertical ellipsis indicates the omission of items from a code example or
command format; the items are omitted because they are not important to the
topic being discussed.

() In command format descriptions, parentheses indicate that you must enclose the
options in parentheses if you choose more than one.

[] In command format descriptions, brackets indicate optional choices. You can
choose one or more items or no items. Do not type the brackets on the command
line. However, you must include the brackets in the syntax for OpenVMS

X
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Convention

Meaning

directory specifications and for a substring specification in an assignment
statement.

In command format descriptions, vertical bars separate choices within brackets or
braces. Within brackets, the choices are options; within braces, at least one choice
is required. Do not type the vertical bars on the command line.

{}

In command format descriptions, braces indicate required choices; you must
choose at least one of the items listed. Do not type the braces on the command
line.

bold text

This typeface represents the introduction of a new term. It also represents the
name of an argument, an attribute, or a reason.

italic text

Italic text indicates important information, complete titles of manuals, or variables.
Variables include information that varies in system output (Internal error number),
in command lines (/PRODUCER= name), and in command parameters in text
(where dd represents the predefined code for the device type).

UPPERCASE Uppercase text indicates a command, the name of a routine, the name of a file, or

TEXT the abbreviation for a system privilege.

Monospace Monospace type indicates code examples and interactive screen displays.

type
In the C programming language, monospace type in text identifies the following
elements: keywords, the names of independently compiled external functions and
files, syntax summaries, and references to variables or identifiers introduced in an
example.

- A hyphen at the end of a command format description, command line, or code
line indicates that the command or statement continues on the following line.

numbers All numbers in text are assumed to be decimal unless otherwise noted.

Nondecimal radixes—binary, octal, or hexadecimal—are explicitly indicated.
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The VSI TCP/IP Services for OpenVMS product is the OpenVMS implementation of the industry-
standard TCP/IP suite of communications protocols. With TCP/IP Services, users, administrators, and
programmers can perform tasks from anywhere in the network, such as:

e Network file access: accessing files on remote hosts
e Sending e-mail: exchanging messages between hosts

e Application development: developing TCP/IP applications for communication between local and
remote hosts

e File transfer: exchanging files between hosts

e Accessing user information: accessing information about other users logged onto local or remote
hosts

e Remote management: managing and monitoring the network and applications from remote hosts

e TELNET:logging on to a remote host

e Remote command execution: issuing commands to remote hosts

e Remote printing: sending print jobs to a remote printer, and receiving print jobs from a remote host
e Networking booting: providing boot service for a remote host

Users can perform internetworking tasks seamlessly without worrying about the hardware details of
each individual network. The TCP/IP Services provides interoperability and resource sharing between
OpenVMS systems, UNIX systems, and other systems that support the TCP/IP protocol suite and

Sun Microsystems Network File System (NFS). Internet hosts share data and resources by using
standard TCP/IP protocols over a number of network hardware configurations including Ethernet, Fiber
Distributed Data Interface (FDDI), Token Ring, and asynchronous transfer mode (ATM).

This chapter discusses the following topics. More details about these topics are provided elsewhere
in this manual and in other VSI TCP/IP Services for OpenVMS and OpenVMS documentation set
manuals.

e Overview of TCP/IP Services
e Other VSI OpenVMS products that require TCP/IP
e Application programming interfaces (APIs)

o Requests for Comments (RFCs)

1.1. Overview of TCP/IP Services

TCP/IP Services provides support for several protocols at every level of the TCP/IP model’s protocol
layers.

e Data Link layer
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e Internet layer
e Transport layer
e Application layer

Figure 1.1, "The TCP/IP Model" shows the various layers and protocols of the TCP/IP model. A
description of each layer and protocol follows the figure.

Figure 1.1. The TCP/IP Model
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1.1.1. Data Link Layer

At the base of the TCP/IP layers, the Data Link layer formats data and provides services that directly
access the physical network.

This layer also receives data that is routed from the Internet layer and transmits the data to its
destination, converting logical IP addresses to physical addresses of the network adapter or network
interface cards (NICs) using the Address Resolution Protocol (ARP).
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Some commonly used network architectures designed for the physical network are Ethernet and its
variants, Token Ring, FDDI, and ATM.

A single host computer can have multiple NICs. This configuration is termed a multihomed host.
Depending on your network setup, the Data Link layer’s configuration may vary. For more information,
see Chapter 3, "OpenVMS Server and Network Configurations".

1.1.2. Internet Layer

The Internet layer moves data around the internet. The Internet Protocol uses addressing to deliver and
route packets across networks independently of the network cabling.

At this level, the protocols are:

e Internet Protocol (IP)

e Internet Control Message Protocol (ICMP)
e Address Resolution Protocol (ARP)

The protocol also encapsulates datagram headers, sends ICMP error and control messages, and maps
ARP address conversions.

Routing protocols at this layer are:

e Routing Information Protocol (RIP) Versions 1 and 2
e Open Shortest Path First (OSPF) Version 2

e Exterior Gateway Protocol (EGP)

e Border Gateway Protocol (BGP)

e Router Discovery

For more information about these protocols, see Chapter 5, "Network Server Services".

1.1.3. Transport Layer

The Transport layer enables a flow of data between two hosts. The protocols at this layer are either
connection oriented, in which the protocol establishes and maintains the connection between
communicating hosts to prevent errors, or connectionless, in which a one-way datagram is sent to a
destination host.

The TCP/IP Services supports both transport protocols:

e The connection-oriented protocol, Transmission Control Protocol (TCP) provides a reliable data flow
between two hosts. TCP is used for complex, large packets that have an IP address.

e The connectionless protocol, User Datagram Protocol (UDP) provides a much simpler service to the
Application layer than TCP but does not guarantee reliability. UDP is used for simple, small packets
and requests for dynamic IP address assignment. UDP packets have a MAC address.

1.1.4. Application Layer

The top layer of the TCP/IP protocol suite, the Application layer handles the details of the particular
application, protocol, or user command; it is not concerned with the movement of data across the
network.
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TCP/IP Services supports the following TCP/IP applications, protocols, and user services:

Remote Computing Services

Remote computing applications enable networked users to run software on remote systems. TCP/IP
Services include the following remote computing application components:

e TELNET enables remote login to other hosts in the network. VSI TCP/IP Services provides
simultaneous multiple sessions, IBM3270 terminal emulation (TN3270) and two interface formats:
DCL style and UNIX style.

e Remote, or R, commands are use for the following:
o RLOGIN for remote login
o RSH for remote shell capabilities
o REXEC to execute commands to a remote host
o RMT/RCD to read magnetic tapes or CD-ROMs from remote hosts

e XDM is a network-based graphics window system based on the client/server application model. It
enables a system to display information output from an application that is running on another system
in the network.

e The FINGER utility is used to display user information for the network.

File Transfer Services

TCP/IP Services includes the following components that let users transfer data files between local and
remote hosts:

File Transfer Protocol (FTP) transfers files between hosts.

Trivial File Transfer Protocol (TFTP) downloads and transfers files. VSI TCP/IP Services supports
downloading of system image and other information to client hosts.

Resource Services
Line printer/line printer daemon (LPR/LPD) provides printing services to local and remote hosts.

TELNET print symbiont (TELNETSYM) provides remote printing services that enable OpenVMS
printing features not available with the LPR/LPD print service.

Network File System (NFS) is a protocol that allows computers to access remote files as if they were
local files, regardless of operating system, hardware type, or architectural differences between the local
and remote systems. This is accomplished in a client/server environment where specific implementations
on NFS exist on both the client and server machines.

PC-NFS is a daemon that enables access to the NES server from a PC by providing authentication
services to PC-NFS clients.

Electronic Mail Services

Communication functions such a electronic mail are vital both within an organizational internet and
across the Internet worldwide. The electronic mail components of TCP/IP Services are:
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Simple Mail Transfer Protocol (SMTP) is the TCP/IP standard protocol for transferring electronic
mail messages from one system to another.

IMAP is the Internet Message Access Protocol. IMAP enables clients to access email messages and
folders from an IMAP server and synchronize them locally. This enables a client to organize email
messages and folders without continuous access to the server.

Post Office Protocol (POP) is a mail repository used primarily by PCs.

1.2. Application Support

Beyond the industry-standard TCP/IP application services, TCP/IP Services provides support for the
following products:

e PATHWORKS or Advanced Server

e DECnet-Plus

1.2.1. PATHWORKS and DECnet-over-TCP/IP Support

The VSI TCP/IP Services for OpenVMS software includes the PWIP driver and the PWIPACP network
ancillary control process (ACP). The PWIP driver enables communication between OpenVMS systems
running both PATHWORKS server and TCP/IP Services software, and personal computers running
PATHWORKS client software. It also enables the DECnet-over-TCP/IP feature, which is included with
the DECnet-Plus for OpenVMS Version 6.0 and later software. For more information, see Chapter 7,
"Connectivity Services".

1.3. APIs

Network applications specific to the VSI TCP/IP Services can use the following application
programming interfaces (APIs):

e Berkeley Sockets Interface
e OpenVMS QIO System Services interface
e ONC RPC programming interface

o SNMP programming interface

1.3.1. Berkeley Sockets Interface

Sockets have become a popular programming interface. The Berkeley Sockets Interface is a
programming interface that provides applications with access to network communication protocols.

A socket is a generalized UNIX communication endpoint on which the TCP/IP protocols have been
implemented. Using the socket programming interface makes it easy to implement network applications.

OpenVMS provides support for the socket interface through the C programming language and the VSI C
Run-Time Library. The benefits of using the socket interface on the OpenVMS platform include:

e Ease of porting network applications from other platforms to the OpenVMS platform. A sockets
interface can be generic.

e Many application developers are familiar with the programming environment.
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e In addition to the TCP/IP protocols, there are options for other types of protocols.

For more details, refer to the VSI TCP/IP Services for OpenVMS Sockets API and System Services
Programming manual.

1.3.2. OpenVMS QIO System Service Interface

The standard I/O programming interface on OpenVMS uses the QIO (queue input/output) system
services. QIO services provide a rich set of functions for controlling devices, and connections and for
performing input (read) and output (write) operations.

The benefits of using the OpenVMS QIO interface include:
e Support for the QIO interface in the following programming languages:
o MACRO-32
o VSIC
o VSI Fortran
o VSI Ada
o VSI and VAX BASIC
o VAXBLISS-32
o VSICOBOL
o VAX Pascal
o VSIPL/1
e Ability to handle complex applications with many concurrent connections
e Efficient input/output operations

e Robust asynchronous event handling (While sockets offer the ability to do nonblocking I/O
operations, they do not offer the ability to perform asynchronous I/0.)

e Ease of DECnet applications portability to TCP/IP protocols

For more details, refer to the VSI TCP/IP Services for OpenVMS Sockets API and System Services
Programming manual.

SRI QIO Compatibility

TCP/IP Services provides support for customer applications using the INETDRIVER QIO interface
developed at Stanford Research Institute (SRI) in 1980-81. An SRI QIO emulator that translates non-
TCP/IP Services QIO interfaces into TCP/IP Services QIO programming interfaces can be configured by
using the TCPIP$CONFIG procedure.

1.3.3. ONC RPC Programming Interface

The RPC programming interface is an industry-standard, portable API that is an efficient alternative
to using sockets for application development. Programmers do not need an in-depth knowledge of
networking protocols to use RPC.
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One strong point of the RPC interface is its ability to distribute functions across the network. This is
done in an architecture-independent manner, thereby avoiding problems with floating-point formats and
byte-address ordering that often occur when interacting between architectures.

This API includes:
e Library of RPC function calls

e Portmapper service, which is a service that client programs can use to determine the port number
that another service uses. Clients use the Portmapper Service for NFC, PC-NFES, and RPC
applications.

e External data representation (XDR) routines

For more details, refer to the VSI TCP/IP Services for OpenVMS ONC RPC Programming manual.

1.3.4. SNMP Programming Interface

The Extensible Simple Network Management Protocol (eSNMP) API provides routines for developing
applications that remotely manage and collect data from network devices such as routers, bridges, and
hosts.

These network devices run software that carries out management commands that either get information
from devices or set operating parameters for devices.

Other network applications send commands to network devices to perform configuration management,
monitor network traffic, or troubleshoot network problems.

The SNMP API provides routines for the following functions:

e Establish, maintain, and terminate communication with the master agent
e Manipulate, reformat, extract, and compare data

e Control information that is written to log files

The SNMP API routines are almost identical in function and interface with the routines in the UNIX
API.

For more details, refer to the VSI TCP/IP Services for OpenVMS SNMP Programming and Reference
manual.

1.4. Understanding RFCs

Although TCP/IP is monitored by a number of organizations, no single entity owns this protocol; its
specifications are publicly available and are constantly growing as communications requirements evolve.

The process by which the specifications evolve is through a mechanism called Requests for Comments
(RFCs). When someone has an idea for a new or improved capability for TCP/IP, he or she writes

a proposal, posts it on the Internet as an Internet draft, and requests comments from the networking
community. After a review and revision cycle, working code is developed and an RFC becomes a
standard protocol.

RFCs are available on the Internet.
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Note that, although RFCs recommend implementation guidelines, the actual implementation of an RFC
can and must differ from the RFC in minor ways. When product documentation refers to specific RFCs,
be aware that the RFC only sets the standard for development. Product developers must design their
software for the specific environment and requirements of their customers.




Chapter 2. Understanding
OpenVMS and UNIX
Implementations

An important step in planning a network host implementation is to gain an understanding of the
computing environments in which the network services will run. UNIX implementations of TCP/IP
Services are often ported to OpenVMS. As a result, they often appear to be identical. However, there are
many significant differences. This chapter describes key implementation differences between UNIX and
OpenVMS networks. The following topics are discussed:

e Evaluating the computing environment

e File compatibility

e Portability

e Determining which file system to use

Things to Consider In planning your TCP/IP Services environment, consider the following:
e Do I need to migrate from one operating system to the other?

e Do I need to set up a system that coexists with multiple operating systems?

e Should I choose a Files—11 file system or a container file system?

2.1. Evaluating the Computing Environment

The issues of working in a heterogeneous computing environment that includes OpenVMS and Tru64
UNIX operating systems are complex. Consider these concepts when evaluating or implementing an
interoperability strategy:

e Migration occurs when software applications are rewritten as necessary to be ported from one
operating system to the other. In a general sense, not only the applications but also the users migrate
to another system. Migration implies a gradual replacement of the original system with the new
system.

e Coexistence occurs when two or more systems, such as OpenVMS and Tru64 UNIX, are
maintained as part of a larger, heterogeneous computing environment. The amount of interoperability
varies with the individual configurations. It is possible to set up nearly identical network
configurations, thereby reducing maintenance.

2.1.1. Understanding the Open Systems Concept

The client/server model of computing means that users running applications on their PCs and
workstations are networked with larger departmental systems. The departmental systems provide a
variety of services to the clients, such as access to common database, print, and backup/archive services.

To best serve this model of computing, the systems must be open. Open environments support
interoperability and application portability and enable developers and users to easily use different
platforms. The OpenVMS operating system is an open system with an extensive list of functions.
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An open system allows the OpenVMS operating system, whether powered by Alpha or VAX, to
interoperate efficiently with UNIX and with other vendors’ operating systems, particularly with Windows
NT and other UNIX operating systems.

2.1.2. Understanding the Middleware Concept

Implementing open systems means using the right middleware between the operating system and the
hardware platform and applications. Consistent middleware affords interoperability and portability when
and where it is needed. An open systems strategy involves a consistent middleware approach that is
based on standards and is embodied in layered software and in individual operating systems, such as
OpenVMS and UNIX. DCE (Distributed Computing Environment) is an example of middleware,
with standard interfaces supported on both OpenVMS and UNIX. DCE is an architecture of standard
programming interfaces, conventions, and server functions that transparently distributes applications
across heterogeneous networks.

As shown in Figure 2.1, "Comparison of OpenVMS and UNIX", OpenVMS and UNIX interoperate
efficiently, especially in areas that are common to both platforms: windowing interface, standard POSIX
and DCE programming interfaces, compilers, networking products, and applications.

Figure 2.1. Comparison of OpenVMS and UNIX
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2.2. File Compatibility

The Network File System, or (NFS) provides a standard for the exchange of data between machines
running different operating systems. NFS enables users to access directories and files on remote
computers transparently, as if they were on the local system. NFS accomplishes this because it is
implemented on the both the remote and the local computer.

NES protocol achieves portability between different machines, operating systems, network architectures,
and transport protocols through the use of Remote Procedure Call (RPC) and External Data
Representation (XDR). For more information about RPCs and XDR, refer to the VSI TCP/IP Services
for OpenVMS ONC RPC Programming manual.

10
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Using NFS is simple. Configuring and implementing NFS, however, are more complex. For NFS
concepts and considerations, as well as detailed configuration and implementation information, refer to
the VSI TCP/IP Services for OpenVMS Management guide.

TCP/IP Services accommodates the numerous key differences between UNIX and OpenVMS to make
user interaction between the two operating systems appear transparent. This enables all systems on

a heterogeneous network to store and share files and applications regardless of file specification and
structure differences.

This section discusses:

e Directory hierarchies

e File specifications

e Linking files

e File structures

e File ownership

e File protection

e UNIX style file system on TCP/IP Services hosts

2.2.1. Directory Hierarchies

Unlike OpenVMS, the UNIX hierarchy appears as one tree (starting from the root directory, or “/”)
that can be located on more than one device. Table 2.1, "Directory Hierarchy Differences" describes the
differences between the OpenVMS and Tru64 UNIX directory hierarchies.

Table 2.1. Directory Hierarchy Differences

OpenVYMS UNIX

Reside on one volume having one root above all Can reside on multiple volumes.
directories on the volume.

Device names included in file specifications. Device names not included in file specifications.

Figure 2.2, "Comparison of UNIX Directory and OpenVMS Directory Hierarchies" illustrates the
differences between a UNIX file structure and an OpenVMS file structure.

11
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Figure 2.2. Comparison of UNIX Directory and OpenVMS Directory Hierarchies

Tru64 UNIX |
!
|
[ [ [ [
bin public usr dev etc
news.ixt tools.dat jay  jones  smith
|
[
profile  work prog_1.c  accounting.com
calc.pas done.txt
| OpenVMS |

DBB1 DBB2 buao DUA1 DUA2
\..__l,/ - \_.__l_/ - —

[000000] [000000]
Master file directory Master file directory
(MFD)
PUBLIC.DIR

JAYDIR JONES.DIR gmiTH.DIR
NEWS.TXT:2 TOOLS.DAT:2

[ I I
LOGIN.COM:4 WORK.DIR PROG_1.C;2 ACCOUNTING.COM;3

CALC.PAS;2 DONE.TXT;2

2.2.2. File Specifications

There are basic differences between OpenVMS and UNIX file specifications. Table 2.2, "File
Specification Differences” summarizes the differences.

Table 2.2. File Specification Differences

OpenVMS

UNIX

Files are delimited in the following way:

e A colon (:) separates the device from the
directory.

e Square brackets ([ ]) or angle brackets (< >)
enclose the directory and any subdirectories.

e A period (.) separates directories from
subdirectories and separates the file name
from the file type.

e A semicolon (;) or period (.) separates the file
type from the version number.

The ODS-5 file system implements extended file
specifications and is a step toward improving
interoperability. ODS-5 is described later in this
chapter.

The slash (/) is the only delimiter that the UNIX
file specification format uses.

The first slash in a UNIX file specification
represents the root directory. Subsequent slashes
separate each element of the file specification (the
directories from the other directories and the file
name). In theory, there is no limit to the number
of directory levels in a UNIX file specification.

12
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OpenVMS

UNIX

For complete details about the ODS-5 file
specification, refer to the OpenVMS product
documentation.

OpenVMS file specification format

On a standard Files-11 On-Disk Structure Level 2 (ODS-2) volume, an OpenVMS file specification

has the following format:

device: [directory.subdirectory]filename.type;version

UNIX file specification format

On a UNIX system, the file specification has the following format:

/directory/subdirectory/filename

2.2.3. Absolute and Relative

File Specifications

OpenVMS and UNIX both have two types of file specifications or pathnames: absolute and relative.
Table 2.3, "Absolute and Relative File Specification Differences" describes the differences between the

two platforms.

Table 2.3. Absolute and Relative File Specification Differences

OpenVYMS

UNIX

The relative path for file calc; 1 in directory
usr: [jones] is:

[.accounting.calc; 1]
The absolute path is:

usr: [jones.accounting.calc; 1]

The relative pathname for file calc in directory /
usr/jonesis

accounting/calc
The absolute pathname is
/usr/jones/accounting/calc

On UNIX systems, absolute pathnames use

the entire directory path that leads to the file,
beginning with the root, which is represented by
an initial slash.

The root directory is the first directory in the file
system. All other files and directories trace their
ancestry back to the root. Relative pathnames
begin the directory path with the current working
directory and exclude the current working
directory name in the pathname. There is no initial
slash in a relative pathname.

2.2.4. File Specifications

There are fundamental differences between file names specified in OpenVMS and in UNIX. Table 2.4,
"File Specification Differences" describes those differences.

13
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Table 2.4. File Specification Differences

OpenVMS

UNIX

Includes, in this order:

1. the file name

2. the file type

3. an optional version number

An OpenVMS file specification can have a
maximum of 255 characters.

The file name and file type can have up to 39
characters each and are separated by a period. For
example:

FILE_NAME.TXT;1

Valid characters in an OpenVMS file name or type
include: A-Z, a—z, 0-9, underscore (_), hyphen
(-), and dollar sign ($). The version number
(preceded by a semicolon) is a decimal number
from 1 to 32767; it differentiates versions of the
same file.

Contains up to 1024 characters, with each element
of the pathname containing up to 255 characters.
UNIX file specifications have the following
format:

file_name.txt

Some older versions of the UNIX operating
system limit the size of one element to 14
characters, or have other limits that you can
change if you recompile the kernel.

In theory, you can use any ASCII character in

a UNIX pathname except for the slash (/) and
null characters. For example, a valid file name in
UNIX can be:

report.from. january_24

However, avoid characters (such as the pipe (1)
character) that can have special meaning to the
UNIX shell.

2.2.5. Case Sensitivity

Case sensitivity differs between the two operating systems. Table 2.5, "Case-Sensitivity Differences"

describes the difference.

Table 2.5. Case-Sensitivity Differences

OpenVMS (ODS-2)

UNIX

Stores everything in uppercase. For example, any
case variations of the following file name is stored
in uppercase: CHAPTER_ONE.TXT;1

Regards uppercase and lowercase characters as
different characters.

For example, on a UNIX system, the following file
names represent three different files:

e CHAPTER_ONE.TXT
e Chapter_One.Txt

e chapter_one.txt

2.2.6. File Types

Table 2.6, "File Type Differences" describes the file type differences between OpenVMS and UNIX.

14
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Table 2.6. File Type Differences

OpenVMS

UNIX

Important in OpenVMS file identification The file
type usually describes the kind of data in the file.

For example, a text file typically has a file type
of .TXT.

All OpenVMS directories have a file type of .DIR.

UNIX systems do not use file types. However,
UNIX has certain naming conventions that
resemble OpenVMS file types.

For example, file names ending in t xt are text
files.

UNIX directories do not have file types.

2.2.7. Version Numbers

Table 2.7, "Version Number Differences" describes file version number differences between OpenVMS

and UNIX.

Table 2.7. Version Number Differences

OpenVYMS

UNIX

Every file has a version number.

When a file is created, the system assigns it a
version number of 1. Subsequently, when a file
is edited or when subsequent versions of that file
are created, the version number automatically
increases by 1. Therefore, many versions of a file
with the same file name can exist in the same
directory.

For example:
FILE_NAME.TXT;1

FILE_NAME.TXT;2

FILE_NAME.TXT;3

The UNIX file system does not support automatic
creation of multiple versions. In most cases, if you
edit a UNIX file, the system saves only the most
recently edited copy.

For example:

file_name.txt

2.2.8. Linking Files

A link is a directory entry that refers to a file or another directory. Table 2.8, "Link Files Differences"
describes the differences between OpenVMS and UNIX file linking.

Table 2.8. Link Files Differences

OpenVMS

UNIX

Files can exist without links.
Hard Links

OpenVMS systems allows you to perform a
function similar to hard links with the SET FILE/
ENTER and SET FILE/REMOVE commands.

Files cannot exist without links.
Hard Links

Hard links allow users to share the same file under
different pathnames. A hard link cannot span file
systems.
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OpenVMS

UNIX

The OpenVMS operating system does not
maintain a count of links to a file. As a result, you
can delete a file without deleting its links.

Symbolic Links

OpenVMS file systems do not support symbolic
links.

On UNIX systems, any changes to the file are
independent of the link used to refer to the file.
The UNIX system maintains a count of the
number of links to each file. If removing a link
results in the link count becoming zero, the file is
deleted. A file can be deleted only by removing all
of its links.

Symbolic Links

A symbolic link is a file that contains the name of
the file to which it is connected. Symbolic links
provide a path to the original file.

A UNIX symbolic link can span file systems.
Unlike a hard link, a symbolic link does not
maintain a link count. In addition, symbolic links
can exist after the file is deleted. However, the
system returns an error if the symbolic link file is
accessed after the file it names is deleted.

2.2.9. File Structures

Table 2.9, "File Structure Differences” describes the differences between the OpenVMS and UNIX file

structures.

Table 2.9. File Structure Differences

OpenVMS

UNIX

Supports three file structures: indexed, relative,
and sequential. OpenVMS also supports the
following record formats and record attributes:

e Fixed length

e Variable length

e Variable with fixed-length control (VFC)
e Stream (including STREAM_LF and

e STREAM_CR)

e Undefined

e Carriage return/carriage control

e Fortran carriage control

e VFC carriage control

Supports byte streams only.

The records in UNIX text files have the same
format as the OpenVMS Record Management
Services (RMS) STREAM_LF record format.
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2.2.10. File Ownership

The OpenVMS and UNIX operating systems use different mechanisms for file ownership. Table 2.10,
"File Ownership Differences" describes those differences.

Table 2.10. File Ownership Differences

OpenVMS

UNIX

The OpenVMS operating system controls file
ownership and access through a user identification
code (UIC). A UIC is a 32-bit value that consists
of a 14-bit group number, a 16-bit member
number, and 2 reserved bits. Each user of the
system has a UIC defined in the SYSUAF file.
Access to objects depends on the relationship
between the UIC of the accessing process and the
UIC of the object (the file or directory).

OpenVMS controls file access through an access
control list (ACL). You can deny or grant read,
write, execute, delete, and control access to a user
or group of users who have the identifier specified
by the ACL. For additional ACL information, refer
to the OpenVMS documentation set.

The NES protocol does not provide ACL support.
Therefore, the NFES client is unaware of ACLs that
the NES server applies to the file. Consequently,
the NFS client cannot use an ACL to control file
access. Access control is determined through
standard file protections. For more information,
see Chapter 2, "Understanding OpenVMS and
UNIX Implementations".

The UNIX operating system controls access to
files with user identification (UID) and group
identification (GID). UNIX uses 32-bit UIDs and
GIDs. For compatibility, NFS also recognizes 32—
bit UIDs and GIDs.

2.2.11. File Protections

The OpenVMS and UNIX operating systems use similar file protection schemes, as shown in Table

2.11, "Comparison of File Protection".

Table 2.11. Comparison of File Protection

Mechanism OpenVMS UNIX
User classifications SYSTEM (S) user (u) —The user has a
matching UID
OWNER (O)
group (g) — The user has a
GROUP (G) matching GID
WORLD (W) other (o) — Any other user
Classification depends on the System category is not used.
relationship between the UIC
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Mechanism

OpenVYMS

UNIX

of the accessing process and the
object.

System administrators always
have access to UNIX files.

Protection levels

READ (R)
WRITE (W)

EXECUTE (E) — Controls file
execution and directory search
access

read (r) —The user has a
matching UIC
write (w) — Controls

unlinking files to the directory.

execute (x) — Controls file
execution and directory search

DELETE (D) access
A file is deleted if it is unlinked
from the directory and had no
links in other directories. Write
access to the directory is refused.
Syntax s:rwed, o:rwed, TWXTWXTWX
g:rwed, w:rwed

The protection levels are divided
into groups of three characters:

e First three characters:
protection levels for the
owner.

e Second three characters:
protection levels for the

group.

e Last three characters:
protection levels for all other
users.

2.3. Portability

The TCP/IP Services allows you to create a logical UNIX style file system on an OpenVMS host.
Remote UNIX hosts that have NFS software can then access this file system. When a remote UNIX
system accesses files, these files conform to UNIX file system rules, not to the OpenVMS rules. This
ensures that existing UNIX applications work without change. The logical UNIX file system resides on
a Files-11 formatted disk and is represented as a set of Files-11 files called a container file system. For
information about creating a UNIX file system on an OpenVMS host, refer to the VST TCP/IP Services

for OpenVMS Management guide.

The UNIX file names and attributes are catalogued in the container file, one of the files in the container
file system. The container file also has a representation of the UNIX directory hierarchy and a pointer
to the data file for each file name. In addition to its UNIX name, each file in the container file system
has a valid Files-11 file name assigned by the system. An OpenVMS directory exists for each UNIX
directory stored in the container file. All files catalogued in a UNIX directory are also catalogued in

the corresponding OpenVMS directory. However, the UNIX directory hierarchy is not duplicated in

the OpenVMS directory hierarchy. Each UNIX file is represented as an OpenVMS data file. Therefore,
OpenVMS utilities, such as BACKUP, can use standard methods to access these files.
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2.4. Determining Which File System to Use

The first step in managing your TCP/IP Services system is to decide which file system to use. NES on
OpenVMS enables you to set up and export three different kinds of file systems:

e OpenVMS On-Disk Structure (ODS-2) file system, in which devices, directories, and files are
stored on a Files-11 formatted disk

e OpenVMS On-Disk Structure (ODS-5) file system, which enables creation and storage of files
with extended file names for compatibility with other file systems, such as Windows.

e UNIX, or container, file system, built on top of an OpenVMS system. If you are not familiar with

OpenVMS file systems, refer to the OpenVMS System Manager’s Manual: Essentials to learn how to

set up and initialize a Files-11 disk. As Figure 2.2, "Comparison of UNIX Directory and OpenVMS

Directory Hierarchies" shows, both file systems are structured as hierarchical, multilevel directories.

On OpenVMS systems, the top level is called the master file directory, or MFD. This directory
contains all the directories and reserved system files. The directory is named [000000]. On UNIX
systems, the top-level directory is called the root, or /.

Table 2.12, "NFS Server Features Available to Non-OpenVMS Clients" lists the NFS server features
available to non-OpenVMS clients based on file system choice.

Table 2.12. NFS Server Features Available to Non-OpenVMS Clients

Features ODS-2 OD2-2 with ODS-5 Container file
name conversion system
Files easily shared | Yes Yes Yes No

between remote
clients and local
OpenVMS users

Mixed case, special | No Yes Yes Yes
characters, and
extra dots in file

names
Long file names No No Yes Yes
File names look Uppercase to local | No Yes N/A

the same to remote | users, lowercase to
clients and local remote clients
OpenVMS users

Support for hard | No No No Yes
links, symbolic
links, special files

UNIX compatible |No No No Yes
timestamps

Case-sensitive N/A Yes No Yes
lookup

The dual cataloguing of files to both OpenVMS file systems limits the set of DCL. commands.

OpenVMS utilities, such as BACKUP, can use standard methods to access the files. However, except for
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backing up and restoring files, you should not use DCL commands to manipulate files in a container file
system.

Decision Point

Your file system choice depends on your environment and the user needs on the NFES client host.
Consider using an OpenVMS file system if:

e Your users share most files between your OpenVMS system and another OpenVMS host, or between
your OpenVMS system and a UNIX client.

e Your client users need to maintain multiple versions of files.
e You share files between users on OpenVMS and users on NFS clients.
e File sharing between your OpenVMS system and a UNIX client is minimal.

e Client applications use symbolic or hard links or special files.

For More Information

For more information about the following topics, refer to the VSI TCP/IP Services for OpenVMS
Management manual:

e Setting up container file systems
e Configuring and implementing the NES server

For a list of commonly used UNIX commands and their equivalents on OpenVMS, refer to the VSI TCP/
IP Services for OpenVMS Tuning and Troubleshooting manual.

For more details about interoperability between UNIX and OpenVMS, refer to the VSI OpenVMS and
UNIX Interoperability and Migration Guide. This guide discusses products and services, available both
from VSI and from other vendors, that might provide solutions to interoperability problems.

For more information about RPCs and XDR, refer to the VSI TCP/IP Services for OpenVMS ONC RPC
Programming manual.

For additional ACL information, refer to the OpenVMS documentation set.
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There are several server and network configurations to consider before installing TCP/IP Services
for OpenVMS. This chapter describes the following concepts that will enable you to make informed
decisions about these configuration options:

o OpenVMS VAX and Alpha similarities and differences
e Cluster environments

e Multiple interfaces and multihoming

e Pseudointerfaces

e Serial lines

Note

VAX development has limited continued support. VAX users should consider migrating to Alpha, if
possible.

Things to Consider

In planning your TCP/IP Services for OpenVMS configurations, consider the following:
e Does the network contain VAX or Alpha systems, or both?

e [s my system running a DHCP server?

e Is my system running a DHCP client?

e How many interfaces does the system have?

e Do I have serial lines in my network? If so, for which systems are they used?

3.1. Understanding OpenVMS VAX and Alpha
Systems

You need to consider several issues when you plan to add one or more OpenVMS Alpha systems to your
OpenVMS VAX computing environment. For full details about the similarities and differences between
OpenVMS Alpha and OpenVMS VAX, refer to the VSI OpenVMS Compatibility Between VAX and
Alpha guide.

3.1.1. User Environment

The user environment on OpenVMS Alpha is virtually the same as that on OpenVMS VAX. Table 3-1
describes the similarities and differences.
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Table 3.1. OpenVMS VAX and OpenVMS Alpha Similarities and Differences

Component Similarities

OpenVMS VAX Differences

OpenVMS Alpha Differences

Digital Command Language
(DCL)

Essentially the same on both
systems.

None

Refer to the few exceptions in
the OpenVMS Compatibility
Between VAX and Alpha guides
available on line.

DCL Help

Most DCL help text is common
to both systems.

System-specific information is
identified by the phrase “On
VAX?”

System-specific information is
identified by the phrase “On
Alpha.”

DCL command procedures None A few command procedures
contain qualifiers not available

Most DCL command procedures, on OpenVMS Alpha.

with commands, qualifiers, and

lexical functions, work on both

systems.

Databases None Most third-party databases

Standard databases, such as
Oracle Rdb, function the same
on both systems.

available for OpenVMS VAX
are also available for OpenVMS
Alpha.

3.1.2. System Management Environment

Most OpenVMS VAX system management utilities, command formats, and tasks are identical on
OpenVMS Alpha, with the following exceptions:

e On VAX, use of the POLYCENTER Software Installation utility is limited to the installation of
layered products, such as VSI TCP/IP Services for OpenVMS.

e On Alpha, the POLYCENTER Software Installation utility is also used to install both the OpenVMS
operating system and layered products.

For more information about implementation differences between OpenVMS VAX and OpenVMS
Alpha, refer to the VSI OpenVMS System Manager's Manual.

3.1.3. Programming Environment

The same types of programming development tools that OpenVMS VAX programmers use are available
on OpenVMS Alpha systems, such as the Linker utility, the Librarian utility, the OpenVMS Debugger
(also known as the symbolic debugger), the Delta/XDelta Debugger, and run-time libraries. However,
some TCP/IP Services components are available only on OpenVMS Alpha, including:

e BIND Version 9

e IMAP

e PPP

These components are introduced later in this manual.
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For details about the similarities and differences between the programming environment on VAX and
Alpha, refer to A Comparison of System Management on OpenVMS AXP and OpenVMS VAX, which
provides guidelines for developing applications that run on both OpenVMS VAX and OpenVMS Alpha,
as well as additional guidelines for systems that run in a mixed-architecture OpenVMS Cluster.

3.2. OpenVMS Cluster Configuration

VSI TCP/IP Services for OpenVMS supports OpenVMS Cluster systems and the use of cluster aliases.
The network sees the cluster as one system with one name, the cluster alias. A remote host can use the
cluster alias to address the cluster as one host, or it can use the host name of a cluster member to address
a cluster member individually.

In a DECnet network, it is convenient to be able to treat nodes within a homogeneous OpenVMS Cluster
as though they were a single node. You can do this by establishing an alias node identifier for the
cluster. You can specify the alias node identifier as either a unique node address or a corresponding node
name. Any member node can elect to use this special node identifier as an alias while retaining its own
unique node identification. For more information on the use of the optional cluster alias node identifier,
refer to the VSI OpenVMS DECnet Networking Manual.

Note

DEChnet—Plus software is not required in an OpenVMS Cluster configuration. However, DECnet—Plus
is necessary if internode process-to-process communication using DECnet mailboxes is needed. For
more information about DECnet-Plus in an OpenVMS Cluster configuration, refer to the Guidelines for
OpenVMS Cluster Configurations manual.

For load balancing, an OpenVMS Cluster can consist entirely of OpenVMS Alpha nodes or of a
combination of OpenVMS VAX and OpenVMS Alpha nodes.

You can have numerous OpenVMS Cluster configurations. For complete information about supported
devices and configurations, refer to Guidelines for OpenVMS Cluster Configurations and the OpenVMS
Cluster Software Software Product Description (SPD). For complete information about setting up and
using an OpenVMS Cluster environment, refer to the VSI OpenVMS Cluster Systems Manual.

3.2.1. Failover Capability

Failover capability is the hallmark of a cluster environment. If one computer, or node, in the cluster fails,
the others can assume its functionality and continue. This is called automatic failover.

Each node (as a member of the host configuration in the cluster) retains a separate IP address. This
is beneficial for troubleshooting the individual node because you can ping the specific node to see
whether it is running.

All of the TCP/IP services support automatic failover and can run on multiple nodes in an OpenVMS
Cluster. For example, if more than one node in the cluster is running the NES server, the cluster can
appear to the NFS client as a single host. For more information about configuring a specific service for
cluster failover, refer to the particular service in the VSI TCP/IP Services for OpenVMS Management
guide.

3.2.2. Connection Load Balancing

Load balancing using the TCP/IP Services is defined by the load broker. The load broker is a
configurable, calculated, load-balancing mechanism for distributing the work load among DNS (Domain
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Name System, which maintains and distributes information about Internet hosts) cluster members. For
more information about DNS, see Chapter 5, "Network Server Services".

Unlike round-robin scheduling (the default method used by most DNS name servers, in which each
individual node in the cluster is polled in a continual, specific order), the load broker takes into account
the load on all DNS cluster participants. The load broker polls DNS cluster members and updates the
metric server accordingly.

When the load broker starts, it reads its configuration file and starts polling DNS cluster members. The
load broker exchanges messages with DNS cluster members that run the metric server, which calculates
the current load on a DNS cluster host by using a specific equation. The metric server calculates the
current rating and reports it when polled by the load broker. Periodically, the load broker sorts the list of
addresses based on metric rating reports, drops the systems that do not respond after being polled three
times, and compares a subset of the list with the name server information.

To do the comparison, the load broker sends a host lookup request to the specified nam