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Abstract

Research on automated vulnerability repair often requires ex-
tensive program analysis and expert input, making it challeng-
ing to deploy in practice. We propose SAN2PATCH, a system
that generates patches using only sanitizer logs and source
code, eliminating the need for costly program analysis or man-
ual intervention. SAN2PATCH employs multi-stage reason-
ing with Large Language Models (LLMs) to decompose the
patching process into four distinct tasks: vulnerability compre-
hension, fault localization, fix strategy formulation, and patch
generation. Through tree-structured prompting and rigorous
validation, SAN2PATCH can generate diverse, functionally-
correct patches. Evaluations on the VulnLoc dataset show that
SAN2PATCH successfully patches 79.5% of vulnerabilities,
surpassing state-of-the-art tools like ExtractFix (43%) and
VulnFix (51%) by significant margins. On our newly curated
SAN2VULN dataset of 27 new vulnerabilities from various
open-source projects, SAN2PATCH achieves a 63% success
rate, demonstrating its effectiveness on modern security flaws.
Notably, SAN2PATCH excels at patching complex memory-
related vulnerabilities, successfully fixing 81.8% of buffer
overflows while preserving program functionality. This high
performance, combined with minimal deployment require-
ments and elimination of manual steps, makes SAN2PATCH a
practical solution for real-world vulnerability remediation.

1 Introduction

Software projects contain various vulnerabilities that can lead
to significant losses [4, 17]. Such damages have been in-
creasing annually, with the total loss projected to reach $10.5
trillion USD by 2025 [28]. Although automated tools such
as fuzzing [24] have been developed to identify these issues,
patching the discovered vulnerabilities still relies heavily on
human experts. This reliance exists because, unlike vulner-
ability detection, patching requires a comprehensive under-
standing of the entire codebase, making automation difficult.
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In addition, vulnerability patches must fix security flaws with-
out changing the existing functionality of the project. There-
fore, generating correct patches requires the sophisticated
reasoning processes of domain experts, posing a significant
challenge to automation.

Automated program repair (APR) has emerged as a promis-
ing solution for addressing software defects, with signifi-
cant research advances in recent years [15, 46]. While early
APR approaches focused on general bug fixing [19, 20, 29,
34], specialized techniques for vulnerability patching have
demonstrated superior performance in addressing security
flaws [13, 48]. The emergence of Large Language Models
(LLMs) has further accelerated this field, with several stud-
ies exploring LLM-based approaches for vulnerability re-
pair [12, 32, 42, 48, 51]. These studies leverage LLMs’ ad-
vanced code understanding capabilities, showing promising
results that suggest even greater potential as LLM technology
continues to evolve [11, 43].

However, existing approaches face two critical limitations
that hinder fully automated security patch generation. First,
existing tools require substantial human intervention in the
repair process. Many systems, such as VulnFix [48] and Vul-
Repair [12], depend on manually provided information about
patch locations or vulnerable code snippets. This dependency
on human input creates a significant bottleneck in achiev-
ing complete automation. Additionally, most studies have
focused solely on patch generation, neglecting the crucial
step of fault localization [41], which is essential for a fully
automated solution. Second, existing methods rely heavily on
resource-intensive program analysis techniques. For instance,
VulnLoc [38] and VulnFix [48] employ fuzzing-based meth-
ods for fault localization and patch generation, while Extract-
Fix [13] and CPR [37] utilize symbolic or concolic execution.
These dynamic analysis approaches introduce significant chal-
lenges in practice. They necessitate complex environmental
setups and instrumentation, which substantially increases the
complexity of deployment and maintenance. Moreover, these
methods consume considerable computational resources and
processing time.
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To address these limitations, we propose SAN2PATCH, a
novel approach to automated vulnerability repair that oper-
ates solely on sanitizer logs from vulnerability detection. By
eliminating the need for complex program analyses or ad-
ditional developer input, SAN2PATCH autonomously han-
dles the entire repair pipeline—from fault localization to
patch generation—addressing the key shortcomings of ex-
isting methods.

At the core of SAN2PATCH lies our utilization of LLMs for
the efficient generation of patches. Specifically, we structure
the process into four stages: Vulnerability Comprehension,
Where-to-Fix, How-to-Fix, and Candidate Generation, and in-
tegrate Tree of Thought [45] prompting. We further devise an
algorithm that extracts and provides code snippets to the LLM,
balancing minimal snippet size with essential code context.

We evaluate SAN2PATCH on two comprehensive datasets
to demonstrate its effectiveness in real-world vulnerability re-
pair. First, on the VulnLoc dataset [38], SAN2PATCH achieves
a79% success rate (31 out of 39 vulnerabilities), significantly
outperforming ExtractFix’s 43% success rate (9 out of 21) and
VulnFix’s 51% success rate. Our detailed analysis shows that
SAN2PATCH successfully patches 7 out of 9 vulnerabilities
that ExtractFix could fix while also addressing 10 out of 12
vulnerabilities that ExtractFix failed to repair.

In addition, we conduct an assessment on our newly cu-
rated SAN2VULN dataset, comprising 27 new and unseen
vulnerabilities from various open-source projects—including
complex issues such as buffer overflows (e.g., CVE-2022-
26981) and memory corruption bugs (e.g., CVE-2022-31783).
SAN2PATCH successfully generates valid patches for 17 of
these 27 vulnerabilities (63% success rate).

Particularly noteworthy is SAN2PATCH’s performance on
memory-related vulnerabilities, achieving an 81.8% success
rate on buffer overflow cases (18 out of 22). Furthermore,
SAN2PATCH maintains program functionality in 81.8% of
the patched buffer overflow cases, demonstrating its ability
to generate precise fixes that preserve intended behavior.

The main contributions of this paper are as follows:

¢ We introduce SAN2PATCH, an LLM-based automated
vulnerability repair system that relies only on sanitizer
logs and source code, removing the need for additional
developer input or sophisticated static analyses.

* We propose a four-step patch generation pipeline sup-
plemented by Tree of Thoughts prompting, significantly
enhancing the LLM’s reasoning capacity at each stage.

* We develop an optimized algorithm to extract and de-
liver concise yet context-rich code snippets and function
context to the LLM, improving both performance and
scalability.

e Through comprehensive evaluations across both the
VulnLoc benchmark and our novel SAN2VULN dataset,
we demonstrate SAN2PATCH’s superior performance

over existing solutions, with success rates of 79.5% and
63.0%, respectively, marking substantial improvements
over state-of-the-art tools (ExtractFix: 43%, VulnFix:
51.3%).

We release SAN2PATCH as an open-source tool at https:
//github.com/acorn421/san2patch, and our benchmark,
including SAN2VULN, is available at https: //github.com/
acorn421/san2patch-benchmark.

2 Motivating Example

In this section, we demonstrate the importance of
SAN2PATCH by analyzing a real-world vulnerability, CVE-
2016-1839, which was discovered in libxml2 [1]. This vulner-
ability is a heap-buffer overflow caused by an incorrect length
parameter passed to memcpy at dict.c:285. Figure 1 shows the
original code that contains the vulnerability.

283 found_pool:

284 ret = pool->free;

285 memcpy (pool->free, name, namelen); // bof
286 pool->free += namelen;

287 * (pool->free++) = 0;

288 pool->nbStrings++;

289 return (ret);

Figure 1: Vulnerable code in libxml2 (dict.c:285) where CVE-
2016-1839 occurs.

When a buffer overflow vulnerability is triggered, the sani-
tizer generates a crash log. This log provides crucial informa-
tion, including the call stack at the time of the crash and details
about memory allocation and deallocation points. An example
sanitizer log for CVE-2016-1839 is shown in Figure 2.

ERROR: AddressSanitizer: heap-buffer-overflow
on address 0x** at pc 0x** bp 0x** sp 0x**
READ of size 73661 at O0x** thread TO
#0 0x** (/usr/lib/x86_64-linux-gnu/libasan.so.4+0
x79732)
#1 Ox** in xmlDictAddString /src/dict.c:285
#2 O0x** in xmlDictLookup /src/dict.c:926
#3 0x** in htmlParseNameComplex /src/HTMLparser.c:2517
. (Omitted)
#12 0x** in main /src/xmllint.c:3767
#13 Ox** in __libc_start_main (/1ib/x86_64-1linux-gnu/
libc.so.6+0x21c86)
#14 0x** in _start (/src/xmllint+0x774c9)
. (Omitted)
IMARY: AddressSanitizer: heap-buffer-overflow (/usr/lib/

x86_64-linux-gnu/libasan.so.4+0x79732)

Figure 2: Address sanitizer log of CVE-2016-1839.

The sanitizer log provides essential information for iden-
tifying the type and location of a vulnerability. This basic
information serves as a foundation for patch generation. For
example, if Figure 2 reveals that the vulnerability is a heap-
buffer-overflow, developers can determine that one possible
approach to fixing it is to add a boundary check at the point
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Human: Based on the sanitizer output, determine
which parts of the project code need to be fixed
to patch the vulnerability.

<Sanitizer_Output>

{sanitizer_output}

</Sanitizer_Output>

LLM: To determine the appropriate fix locations for the
heap-buffer-overflow vulnerability described in the
AddressSanitizer output, we need to analyze the stack
trace provided. --- Given this information, the most
relevant fix location is in the ’‘dict.c’ file at
line 285, where the ’'xmlDictAddString’ function
attempts to access the buffer. --

(a) LLM’s answer to identifying patch location.

diff --git a/dict.c b/dict.c

=== afeklEE @
+++ b/dict.c
@e -282,6 +2
}
found_pool:
ret = pool->free;
+ if (pool->free + namelen >= pool->end) {

+ return NULL; // Prevents buffer overflow
+ }
memcpy (pool->free, name, namelen);
pool->free += namelen;
*(pool->free++) = 0;

(b) Final patch file generated by the LLM, based on the fix loca-
tion in 3a.

Figure 3: LLM-generated patch without prompt engineering
to fix CVE-2016-1839.

where the vulnerability is triggered. This solution is simple
and direct, and ensures that out-of-bounds memory access is
avoided by validating input variables. To this end, the first
step is to identify the section of code that needs to be changed
to fix the issue. If we input only the sanitizer output to an
LLM without prompt engineering, and ask it to identify the
patch location and generate a patch, the LLM will provide
responses like Figure 3.

In Figure 3a, the LLM identifies dict.c at line 285 in the
xmlDictAddString function as the fix location and gener-
ates a patch (Figure 3b) that adds a boundary check before
the memcpy operation. The patch attempts to prevent buffer
overflow by comparing pool-> free + namelen against
pool-> end, returning NULL if the boundary is violated.

However, this patch fails to address the underlying vulnera-
bility in CVE-2016-1839, which stems from a read exception
at the source address of the memcpy, not a write exception
at the target address. The LLM, although correctly identify-
ing the issue as a buffer overflow, misdiagnosed the type of
overflow and implemented checks on the destination buffer
(pool-> free) instead of the source buffer (name). This il-
lustrates a limitation in the LLM’s understanding of memory
safety semantics. To properly fix CVE-2016-1839, the solu-
tion requires input validation at a lower level in the stack trace,
as demonstrated in the developer’s patch shown in Figure 4.

diff --git a/HTMLparser.c b/HTMLparser.c
--- a/HTMLparser.c
+++ b/HTMLparser.c

@@ -2473,2 +2473,4
in++;
if (in == ctxt->input->end)
i return (NULL) ;
if ((*in > 0) && (*in < 0x80)) {
@@ -2515,5 +2519

c = CUR_CHAR(1);

(ctxt->input->base > ctxt->input->cur - len)
+ return (NULL) ;

return (xmlDictLookup (ctxt->dict, ctxt->input->cur
- len, len));

Figure 4: Developer’s patch to address CVE-2016-1839.

Vulnerability Comprehension: "The vulnerability occurs due to improper handling
of buffer boundaries. When a buffer overflow happens, it can lead to an
out-of-bounds read, where data is read beyond the allocated memory. ---"

Where-To-Fix: "The function htmlParseNameComplex at line 2517 in HTMLparser.c
is identified as the crash point in the stack trace, indicating it is directly
responsible for the out-of-bounds read. --- This location is chosen because it is
the earliest point in the stack trace where the vulnerability manifests
allowing us to address the root cause effectively."

How-To-Fix: "The fix involves adding boundary checks before performing read
operations on buffers. ---"

Patch Generation: "--- The fix involves checking that operations involving buffer
pointers do not exceed the allocated bounds. The candidates ensure that before accessing
the buffer with ’'ctxt->input->cur - len’, a check is performed to ensure the
operation doesn’t go out of the allocated memory. ---"

(a) The rationale for the answers of SAN2PATCH.

diff --git a/HTMLparser.c b/HTMLparser.c
--- a/HTMLparser.c
+++ b/HTMLparser.c

@@ -2511,6 +2511,
GROW;

}
len += 1;
+ if ((ctxt->input->cur - len) < ctxt->input->base)
// Bounds check added
+ return (NULL) ;
t }
NEXTL (1) ;

c = CUR_CHAR(1);

(b) Successful patch generated by SAN2PATCH.

Figure 5: Final patch to fix CVE-2016-1839.

From the developer’s patch, input validation is performed at
a lower level of the stack trace, focusing on the ctx->input
variable at HTMLparser.c. However, as shown in Figure 3a,
the LLM does not have sufficient reasoning power to pro-
vide an appropriate patch location. Therefore, in order to
generate appropriate patches by considering only the sanitizer
output using LLM, it is necessary to maximize the reason-
ing capabilities of the LLM. Among various methods, the
most straightforward and representative approach is to im-
prove the prompt structure through prompt engineering. Ac-
cordingly, we propose SAN2PATCH, which subdivides the
patching process and uses various prompt structures, such as
Chain-of-Thought [40], Self-Consistency [39], and Tree of
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until all criteria are met.

Thoughts [45], to perform patching. The results of running
SAN2PATCH against CVE-2016-1839 are shown in Figure 5.
Figure 5a illustrates the rationale behind the LLM’s re-
sponses throughout the entire patching process implemented
in SAN2PATCH. At each stage of generating a valid patch,
the LLM can accurately understand the vulnerability (Vul-
nerability Comprehension), determine the location for the
patch (Where-To-Fix) and fix strategy (How-To-Fix), and pre-
cisely derive the constraints required to fix the vulnerability
(Candidate Generation). Also, the final patch generated by
SAN2PATCH to fix CVE-2016-1839 is presented in Figure 5b.
Although this patch slightly differs from the developer’s patch
in terms of fix location, it successfully infers the necessary
boundary conditions. After applying this patch and running
the proof-of-concept (PoC), the vulnerability was no longer
detected, and all of the project’s unit tests passed successfully.

3 SAN2PATCH Design

3.1 System Overview

SAN2PATCH is an end-to-end system for automated vulnera-
bility repair that leverages LLMs to transform sanitizer logs
into validated security patches. As illustrated in Figure 6, the
system operates through two main phases: Patch Generation
and Patch Validation, with several key components working
in concert to enable reliable and efficient patch creation.

The Patch Generation phase implements a novel four-stage
pipeline designed to mirror expert developers’ vulnerability
repair workflow. In the Vulnerability Comprehension stage,
LLMs analyze the sanitizer output to understand the root
cause and characteristics of the vulnerability. This understand-
ing informs the Where-To-Fix stage, where LLM reasoning is

employed to identify precise code locations requiring modifi-
cation, similar to traditional fault localization approaches. The
How-To-Fix stage then formulates repair strategies accord-
ing to the type of vulnerability and fix location. Finally, the
Candidate Generation stage combines these insights to create
candidate patches that address the identified vulnerability.

To ensure robust patch generation, SAN2PATCH incorpo-
rates advanced techniques. The system employs Tree of
Thoughts (ToT) [45] prompting, enabling the exploration
of multiple reasoning paths simultaneously instead of a
single line of thought. This is complemented by a self-
evaluation [44] mechanism that evaluates and prunes rea-
soning paths, optimizing the exploration of solutions while
maintaining patch quality. Additionally, a specialized Context
Retriever module provides relevant code context to the LLM,
balancing information completeness with token limitations.

The Patch Validation phase implements rigorous quality
control through a series of automated checks. Each candidate
patch undergoes sequential verification steps: build verifica-
tion ensures syntactic correctness, vulnerability testing con-
firms the security fix, and functionality preservation checks
validate that the patch maintains the program’s original behav-
ior. This comprehensive validation ensures that only patches
meeting all quality criteria are selected as final solutions.

These components create a robust framework that automati-
cally generates and validates security patches, eliminating the
need for manual intervention or advanced program analysis
techniques. As shown in Figure 6, the Patch Generation phase
uses only sanitizer logs and source code. The Patch Validation
phase additionally requires a PoC input to trigger the vulnera-
bility, along with the project’s build instructions, execution
script, and functionality tests. These inputs are required to
run SAN2PATCH end to end.

4404 34th USENIX Security Symposium
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3.2 Multi-Stage Patch Generation

Generating vulnerability patches requires complex reason-
ing and domain expertise that can challenge even advanced
LLMs. Drawing from prior research [49] on breaking down
complex problems, SAN2PATCH implements a carefully struc-
tured four-stage pipeline that mirrors the systematic approach
taken by expert developers. This decomposition aligns with
established APR methodologies while incorporating critical
aspects of real-world vulnerability remediation. Traditional
APR primarily focuses on two phases: Where-To-Fix and
(Patch) Candidate Generation. SAN2PATCH expands upon
this foundation by adding two crucial stages that reflect actual
developer workflows: Vulnerability Comprehension and How-
To-Fix. These additional stages enable a more systematic and
thorough approach to vulnerability repair.

Vulnerability Comprehension. In this initial stage,
SAN2PATCH performs in-depth analysis of the sanitizer log
to understand the vulnerability’s fundamental characteristics.
Unlike typical scenarios where developers have access to de-
tailed vulnerability reports, SAN2PATCH must infer critical
information—including root cause, vulnerability type, and
potential impact—solely from the sanitizer output. This un-
derstanding forms the foundation for subsequent stages, much
like how developers begin their repair process by thoroughly
analyzing the security flaw.

Where-To-Fix. With clear vulnerability information in
place, SAN2PATCH identifies optimal code locations for im-
plementing security fixes, corresponding to the fault local-
ization phase in traditional APR methods [41]. The system
primarily relies on crash stack traces from sanitizer logs,
which contain crucial information about memory access pat-
terns, heap allocations, and free operations. For example, heap-
based buffer overflow traces typically include both memory
access and heap allocation information, while UAF vulner-
abilities present additional memory-free operation details.
SAN2PATCH leverages an LLM-driven process to analyze
these diverse stack trace patterns, supplemented by the context
retrieval algorithm that provides the necessary code context
for accurate analysis.

The system’s approach extends beyond simple stack trace
analysis. Although stack traces often indicate the immedi-
ate crash location, LLM can identify alternative fix locations
based on broader vulnerability context and code structure anal-
ysis. This flexibility is particularly important for complex vul-
nerabilities that require multi-hunk patches—modifications
across multiple code locations. In such cases, SAN2PATCH
can identify and manage multiple fix points simultaneously,
ensuring comprehensive vulnerability remediation while
maintaining code consistency.

How-To-Fix. Before generating patch candidates,
SAN2PATCH formulates comprehensive repair strategies
based on the vulnerability information gathered in the

previous stage. In this crucial step, the LLM generates
specific fix guidelines by analyzing the vulnerability’s
root cause, type, and characteristics identified during the
Vulnerability Comprehension stage. This strategic planning
stage is essential for avoiding one of the common pitfalls
in automated repair: the tendency to generate patches that
merely replicate patterns from training data.

The fix strategies developed in this stage serve as a foun-
dation for generating diverse and effective patches. By es-
tablishing clear repair guidelines before attempting specific
code modifications, SAN2PATCH can explore a broader range
of potential solutions rather than defaulting to common fix
patterns. This approach enables the system to generate more
effective, targeted patches while ensuring they directly ad-
dress the identified vulnerability characteristics. The resulting
fix guidelines significantly influence subsequent stages, ulti-
mately leading to more effective and varied patch candidates.

Candidate Generation. The final stage synthesizes insights
from previous stages to produce concrete fixes. With the fix
location already identified, SAN2PATCH provides the LLM
with curated code context from the Where-To-Fix stage, along
with vulnerability details and repair strategies from earlier
stages. To ensure precise modifications, the system augments
the code context with clear markers, including comments iden-
tifying the exact fix locations. Instead of using diff directly,
which can complicate line numbering for LLMs, the system
generates fully modified code files first. These files are then
processed by dedicated tools to create accurate patch files.
Each patch candidate undergoes thorough validation: build
verification ensures syntactic correctness, PoC testing con-
firms the fix’s effectiveness, and functionality testing verifies
that the original program behavior is preserved. By generat-
ing fully modified code instead of diff patches, SAN2PATCH
avoids line-numbering issues common with LLMs. After mod-
ification, a patch generation tool creates the final accurate
patch file.

Once the patch is generated, it is applied to the project, and
the verification process begins. First, the modified project is
built to check for any syntax or build errors. If any build errors
occur, the error messages are fed back to the LLM, guiding
it in generating corrected code. If the build errors cannot
be resolved after several iterations, the patch is rejected. If
the build succeeds, the patch is tested with the PoC input to
ensure the vulnerability has been fixed. If the sanitizer still
detects the crash, the patch is rejected. For patches that pass
the security test, a final functionality test is conducted using
the project’s unit tests to verify that the patch does not affect
the original functionality. Only patches that successfully pass
all tests are selected as the final patch.

3.3 LLM Reasoning Strategies

Each of the stages described earlier involves complex tasks
that require advanced reasoning capabilities. Simple prompt-
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ing is insufficient to achieve effective reasoning in such cases.
Therefore, we employ various techniques to maximize the
LLM’s reasoning performance.

Figure 7 illustrates the LLM prompting framework in
SAN2PATCH. Each circle denotes a distinct prompt invocation.
The Vulnerability Comprehension stage employs Chain-of-
Thought with Self-Consistency (CoT-SC) to generate multiple
reasoning paths and selects the most consistent answer. In
contrast, the Where-To-Fix, How-To-Fix, and Candidate Gen-
eration stages apply ToT prompting [45] to explore diverse
solutions. ToT generates multiple candidate paths at each
step, assigns self-evaluated scores, and prunes low-scoring
branches to focus on the most promising patch candidates.

Sanitizer Log

D

Branching

Vulnerability
Comprehension

Aggregate

Branching

| 060 0 0 ® |
- Scoring
Where-To-Fix L @ ©® 9 @ @ 0 g
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Figure 7: LLM Reasoning of SAN2PATCH: The Vulnerability
Comprehension stage utilizes the CoT-SC to generate multi-
ple answers and adopt the most frequent answer. Where-to-
Fix, How-to-Fix, and Candidate Generation stages utilize the
ToT to generate various locations and patches, and generate
the final patch through various explorations. For the detailed
prompt, see the supplementary material.’

Rationale Engineering. First, we ensure that the LLM gen-
erates a corresponding rationale for each of its responses. This
rationale provides an explanation for the answer, improving
the LLM’s reasoning process. As demonstrated in previous
research [21], generating a rationale along with the answer im-
proves the reasoning performance of LLMs. Examples of the
rationales generated at each stage can be found in Figure 5a.

Thttps://doi.org/10.5281/zenodo.15654492

Furthermore, the generated rationale is essential for ver-
ifying whether the response is correct. This is particularly
important in techniques such as Chain of Thought (CoT)
prompting, where rationales guide the reasoning process. In
CoT, the rationale for the previous step is utilized in the next
step. Additionally, in SAN2PATCH, these rationales are passed
to subsequent stages and serve as valuable extra information
for further reasoning. For example, the vulnerability details
inferred in the Vulnerability Comprehension stage are lever-
aged in later stages, where not only the results of the inference
are passed but also the rationale for the inference. This helps
to enhance the reasoning results of the LLM and increase the
memory of previous steps.

CoT-SC. The results of each subtask in the patching process
are used in subsequent stages. Therefore, if an incorrect result
is generated at any stage, especially at an earlier stage, such as
Vulnerability Comprehension, this may significantly reduce
the overall quality of the patching process.

To address this issue, SAN2PATCH applies Chain of
Thought (CoT) [40] and Self-Consistency [39] techniques
to the first subproblem to improve the reliability of the LLM’s
answers. CoT-SC involves prompting the LLM to generate
multiple responses and then selecting the most consistent one.
Initially, the LLM generates K different responses through
the CoT process. These are then processed by an aggregation
prompt, which evaluates each candidate and selects the most
consistent one. This selected answer becomes the final output
of the stage. This approach helps reduce the risk of the LLM
providing probabilistically incorrect answers. The hyperpa-
rameter K, which specifies the number of answers generated
simultaneously, is adjustable. In this work, we set K to 3.

ToT. Tree of Thoughts (ToT) prompts can provide better
performance than simple Chain-of-Thought by generating
diverse candidates of answers [45]. ToT reasoning works sim-
ilarly to CoT by performing reasoning in sequential steps.
However, unlike CoT, it explores multiple potential solutions
at each step, allowing a diverse search for possible answers
without aggregating them into a single answer before contin-
uing to the next stage.

The ToT process consists of three main steps: Branching,
Scoring, and Pruning. In the Branching step, the LLM gen-
erates K new candidate results based on the outcomes of the
previous inference step. This process allows the model to
explore diverse reasoning paths, ensuring a comprehensive
search for potential solutions. However, as the inference pro-
gresses, the number of nodes can grow exponentially, making
it crucial to retain only the most optimal nodes for further rea-
soning. To achieve this, in Scoring step, a self-evaluation [44]
mechanism using the same LLM is employed to assess and
assign scores to each reasoning node. Based on these scores,
ToT retains the top N nodes through selection criteria. This
Pruning step helps focus on the most promising reasoning
paths while optimizing computational efficiency.
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In SAN2PATCH, ToT prompting is applied across the
Where-To-Fix, How-To-Fix, and Patch Generation stages. Dur-
ing the Branching step, the LLM generates K new reasoning
nodes based on the results of the previous stage. For example,
in the Where-To-Fix stage, the LLM selects five potential fix
location candidates by analyzing the inferred root cause and
type of vulnerability from the earlier stage. To maximize di-
versity in the generated responses, the LLM is prompted to
produce all K candidates in a single query, ensuring a broader
exploration of potential solutions.

In Scoring step, the generated nodes undergo self-
evaluation using evaluation prompts. During this process,
the evaluation LLM not only assigns a score to each node but
also provides a confidence level for the given score, enhanc-
ing the reliability of the evaluation. The final score of a node
is determined using the formula: reliability_score = score x
(140.1 x confidence). Both the score and confidence values
are restricted to integers within the range of 1 to 10.

Finally, once the self-evaluation process determines each
node’s score, only the optimal nodes are selected for further
reasoning. Two approaches are used to select optimal nodes: a
“greedy”” method that retains the top N nodes with the highest
scores and a “sampling” technique that performs weighted
sampling based on the assigned scores.

In this study, the values of K and N were set to 5 and
3 for the Where-To-Fix stage, and 3 and 1 for the How-To-
Fix stage. Scoring and Pruning steps were not applied in
the Patch Generation stage. Instead, three patch candidates
were generated per node and evaluated through validation.
The selection of the optimal nodes was performed using a
“sampling” technique.

3.4 Code Context Management

Managing code context is crucial for LLM-based vulnerability
repair, as it directly impacts the quality of generated patches.
SAN2PATCH implements two complementary approaches to
provide comprehensive yet focused code context: AST-based
code segment extraction and function-level context analysis.

Code Segment Extraction LLMs face inherent token limi-
tations that make it impractical to process entire codebases.
However, the balance of context is critical—too much code
can dilute the LLM’s attention, while too little can lead to
incorrect patches. For example, missing variable declarations
can prevent proper boundary check implementation during
buffer overflow repairs.

To address this challenge, we present an AST-based con-
text retrieval algorithm described in Algorithm 1. Rather than
extracting arbitrary line ranges, this algorithm identifies com-
pound statements through AST parsing, focusing on syntac-
tically meaningful units that include the target fix location.
These blocks naturally capture essential programming con-
structs like conditional statements, loops, and function declara-
tions. The algorithm recursively examines up to M(= 5) com-

Algorithm 1 AST-based Code Context Retrieval Algorithm

: Input: Source File (F'), Target Line (L), MIN_LINE, MAX _LINE, M
: Output: Extracted Code Block (B q.)

: Scode < Read entire source code from F'
1 AST,pq4. < Parse S¢oq. into an Abstract Syntax Tree (AST)
Nyoor < Root node of AST, g,

: function FINDTARGETNODE(N, L)
for child € N.children do
result < FINDTARGETNODE(child,L)

9: if result # 0 then
10: return result
11: if L is within the range of lines for node N then
12: return N
13: return 0

PN LA w N

14: function FINDCOMPOUNDBLOCKS(N, k)
15: blocks + ||
16: while N # 0 and k > 0 do

17: if N.type == “compound_statement” then
18: blocks.append(N .parent)

19: k+—k—1

20: N < N.parent

21: return blocks

22: Niarger < FINDTARGETNODE(Nyo0r,L)
23: blocks <~ FINDCOMPOUNDBLOCKS (Nyarger, M)
24: for block € blocks do

25: B ode < Extract lines from S, for block

26: if MIN_LINE < number of lines in B,y < MAX_LINE then
27: return B4,

28: return 0 > Return empty if no suitable block found

pound statements that encompass the target line, selecting ap-
propriately sized blocks while preserving their parent contexts.
Through extensive experimentation, we established optimal
parameters with MIN_LINE = 20 and MAX_LINE = 100.
However, these values are adjusted based on specific stage
requirements (e.g., smaller contexts for Where-To-Fix stages
versus Candidate Generation). The rationale for choosing
AST-based code context extraction is discussed in detail in
Section 5.3. Examples of the code context provided at each
stage are explained with illustrations in the supplementary
material.

Function Context Extraction To support semantically ac-
curate patch generation, SAN2PATCH augments code blocks
with additional function-level context. This includes the func-
tion signature, which provides the name, return type, and argu-
ment list, as well as all return statements within the function.
These elements help the LLM infer the intended behavior by
revealing how outputs are computed and which variables are
emphasized.

While code segments provide the immediate structure for
edits, function-level context offers a broader view of intent
and usage. Together, they guide the model toward generating
patches that preserve not only syntactic correctness but also
the expected program semantics.
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4 Evaluation

In this section, we evaluate the performance of the proposed
SAN2PATCH framework through various experiments. To
guide the evaluation, we set five key research questions:

* RQI: How does SAN2PATCH’s performance compare to
other vulnerability repair tools?

* RQ2: Can SAN2PATCH practically patch recent or new
vulnerabilities?

* RQ3: How does patching performance vary across dif-
ferent LLM models?

* RQ4: How effective is SAN2PATCH in generating func-
tionally correct patches?

* RQ5: Can SAN2PATCH successfully patch a variety of
vulnerability types?

VulnLoc Benchmark. We evaluated SAN2PATCH using the
VulnLoc dataset [38], which contains 43 real-world vulnera-
bilities from nine major open-source projects, including binu-
tils, ffmpeg, libxml2, and libtiff. The dataset encompasses five
vulnerability types, ranging from buffer overflows and integer
overflows to more complex use-after-free vulnerabilities.

For our evaluation, we compiled all projects with appro-
priate sanitizer instrumentation and executed them with
PoC inputs to generate crash logs. Four vulnerabilities
(bugchrome-1404, CVE-2017-9992, CVE-2016-3186,
CVE-2016-5314) were excluded as they could not be
reproduced with sanitizer instrumentation, resulting in a final
evaluation set of 39 vulnerabilities.

SAN2VULN Benchmark. To evaluate SAN2PATCH’s abil-
ity to handle novel vulnerabilities, we created SAN2VULN, a
benchmark focusing on recent and previously unseen security
flaws. This addresses a key limitation of the VulnLoc dataset,
which contains vulnerabilities only from 2018 and earlier that
could exist in LLM training data.

We constructed SAN2VULN by systematically collecting
and validating recent vulnerability reports from public GitHub
issues, identified through sanitizer log keywords. Each vulner-
ability was reproduced in a controlled environment matching
the VulnLoc setup. The final dataset contains 27 vulnerabili-
ties from four open-source projects. Of these, 11 vulnerabili-
ties were published after August 2024, ensuring they fall out-
side the training period of the LLM used in our experiments.
Furthermore, 12 vulnerabilities in the dataset currently lack of-
ficial fixes, providing an authentic test of SAN2PATCH’s abil-
ity to generate novel patches. For consistency in evaluation,
we standardized the dataset format to align with VulnLoc. The
Appendix provides detailed information about SAN2VULN.

Implementation We implemented SAN2PATCH in Python
3.10, leveraging several key frameworks. The LangChain
package [7] enabled seamless integration with LLM APIs,

including GPT, Claude, and Gemini. For structured prompt en-
gineering, we used LangGraph [2] to organize our four-stage
patch generation pipeline as interconnected subgraphs, form-
ing a unified processing workflow. LangSmith [3] provided
comprehensive logging and debugging capabilities, allowing
us to optimize prompts and handle edge cases effectively.

Validation We validated each generated patch through a
three-stage process. First, we confirmed that the patched
project compiled successfully. Second, we reran the origi-
nal proof-of-concept input to ensure that the vulnerability
no longer triggered a crash. Third, we conducted function-
ality testing using project-specific unit tests where available.
Functional tests are detailed in Appendix B.

After conducting automated tests, we manually validated
every patch that passed the automated tests. Two security ex-
perts, each with over eight years of experience in vulnerability
detection and patch validation, independently reviewed each
patch that passed automated testing. Each patch was catego-
rized into one of four labels: Correct (developer-matched),
when the patch was semantically identical to the developer’s
fix; Correct (alternative), when the patch differed from the
developer’s fix but resolved the general cause of the vulner-
ability without changing the program’s functionality; Incor-
rect (failed some test cases), when the patch did not address
the underlying cause and only prevented specific PoCs; and
Incorrect (failed all test cases), when the patch was entirely
incorrect, such as simply removing vulnerable code. Disagree-
ments were resolved through structured discussion. Details
and illustrative examples of manual validation are included in
the supplementary material.

Evaluation Environment. All experiments were conducted
in a 64-bit Ubuntu 22.04 environment. The hardware used
for the experiments comprised an Intel Xeon Gold 5218 CPU
with 32 cores (2.30 GHz) and 64 GB of RAM. Throughout
the experiments, only OpenAl, Anthropic and Google LLM
models were utilized, and no GPU resources from the server
were employed. Unless otherwise stated, the default LLM
model used was OpenAl’s “gpt-40-2024-08-06" model.

4.1 RQL. Superiority of SAN2PATCH

To evaluate the performance of SAN2PATCH, we compared
it with existing vulnerability repair tools for C language pro-
grams. SAN2PATCH was tested against VulnFix [48] and
ExtractFix [13], both focused on patching vulnerabilities in C
programs. VulnFix performs only patch generation, providing
the patch location without fault localization, whereas Extract-
Fix handles both fault localization and patch generation. The
results for VulnFix and ExtractFix were taken directly from
their respective papers. For ExtractFix, only a subset of the
Vulnloc benchmark was tested in the original study, so we
included results for those specific datasets. Neither study con-
ducted functionality tests; patches were considered successful

4408 34th USENIX Security Symposium

USENIX Association



if they matched or were semantically equivalent to the devel-
oper’s patch. We applied the same criteria in our comparison
and considered VulnFix successful if either of its two back-
ends generated a valid patch.

We also conducted a comparative analysis with recent
LLM-based patch generation studies, using VulRepair [12]
and VulMaster [51] as baselines. Unlike SAN2PATCH, these
approaches do not perform fault localization but instead gen-
erate patches based on the vulnerable code snippet and its
CWE-formatted vulnerability type. The comparison focused
solely on patch generation performance. Developer patches
from our dataset were used to extract relevant code snippets
for testing, with the ground truth CWE ID provided as in-
put. Special tokens were inserted around the fix location in
the code, and the generated patches were manually evaluated
against the developer patches as ground truth.

To assess the impact of our contributions, we conducted
experiments under different settings by adjusting prompting
techniques and context retriever configurations. In the Zero-
shot configuration, the process involved two steps similar to
[32]: selecting a single fix location based on the sanitizer
output and extracting the corresponding code segment for
the LLM. In the CoT configuration, our problem decomposi-
tion approach was applied without branching, with prompts
structured in a sequential CoT format.

In the No Context setting, SAN2PATCH’s ToT reasoning
was applied while disabling the context retriever. Without the
context retriever, the LLM received limited function-related
information, as the code snippet was extracted by including
(MAX_LINE + MIN_LINE) /2 lines both before and after
the target line, ensuring a consistent number of surrounding
lines instead of relying on AST-based parsing.

To ensure fairness, the context retriever was also disabled
in the Zero-shot and CoT configurations. The No Context and
original SAN2PATCH settings were tested up to five times to
evaluate their patch generation success. Since SAN2PATCH
generates up to nine patch candidates in a single execution
via ToT prompting, the Zero-shot and CoT experiments
were conducted nine times more than the SAN2PATCH
experiments. The results of all experiments for RQ1 are
summarized in Table 1.

First, the performance comparison between VulnFix
and ExtractFix is as follows. As shown in Table 1,
SAN2PATCH outperformed the other tools. Compared to Vul-
nFix, SAN2PATCH successfully patched eleven more vul-
nerabilities in total. Considering that VulnFix operates with
the patch location already provided, this demonstrates a no-
table difference in performance. In particular, SAN2PATCH
performed better in addressing buffer overflow vulnerabili-
ties, successfully patching 18 out of 22 cases, while VulnFix
patched only 10. This is because the LLM can accurately infer
the buffer size and generate appropriate constraints.

SAN2PATCH achieved a higher success rate than Extract-
Fix, although the datasets are not identical. SAN2PATCH

patched 31 out of 39 vulnerabilities for a success rate of
79.5%. Considering only the 21 vulnerabilities in Extract-
Fix’s dataset, SAN2PATCH successfully patched 17 out of 21
vulnerabilities for a success rate of 81%, compared to Extract-
Fix’s 42.9% (9 out of 21). A detailed comparison revealed
that SAN2PATCH successfully patched 7 out of the 9 vulner-
abilities that ExtractFix patched while also patching 10 of
the 12 vulnerabilities that ExtractFix failed to patch. This
demonstrates SAN2PATCH’s ability to address vulnerabilities
that traditional approaches cannot.

Compared to VulRepair and VulMaster, which are LLM-
based patch generation tools, SAN2PATCH demonstrated sig-
nificantly better performance. Both VulMaster and VulRe-
pair require the fix locations for code patches. Three items
from the VulnLoc benchmark were excluded due to the diffi-
culty of extracting fix locations from the corresponding de-
veloper patches. As a result, the evaluation was conducted
on the remaining 36 items. VulMaster and VulRepair suc-
cessfully patched only 2 and 1 vulnerabilities, respectively.
However, VulMaster successfully patched CVE-2016-8691,
which SAN2PATCH failed to address. Further investigation
revealed that VulMaster’s training data contained closely re-
lated solutions, suggesting that its success may have resulted
from data leakage rather than generalization ability.

The performance of VulRepair and VulMaster has declined
in terms of exact match accuracy compared to the results re-
ported in their paper. This decline is attributed to the issue of
label leakage. Although the original VulMaster removed iden-
tical samples between the training and test datasets, we found
that they did not completely eliminate similar data samples.
In the VulMaster test set, 7.8% of the answers were identical
to those in the training set. Additionally, when comparing
code samples based on Jaccard Similarity of words, 15.8% of
the samples exceeded a similarity score of 0.7.

In the performance comparison across various configura-
tions, SAN2PATCH achieved the best results. The Zero-shot,
CoT, and No Context configurations patched 21, 22, and 24
vulnerabilities, while SAN2PATCH successfully patched 31.
Notably, SAN2PATCH outperformed the Zero-shot approach,
which relies solely on the LLM’s inherent reasoning, by patch-
ing 10 more vulnerabilities. These results underscore the sig-
nificant impact of the proposed ToT prompting and Context
Retriever on improving LLM-based vulnerability patching.

SAN2PATCH achieved a 79.5% patch success rate
(31/39 vulnerabilities), significantly outperforming Ex-
tractFix (43%) and VulnFix (51%). Our approach with
ToT prompting and context retrieval showed particu-
lar strength in handling buffer overflows (18/22 cases),
demonstrating superior performance over both traditional
APR tools and recent LLM-based approaches.

\
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Table 1: Comparative Performance of SAN2PATCH and Existing Patch Generation Tools. Note that VulnFix and ExtractFix did
not perform functionality tests. VulRepair and VulMaster were provided with the vulnerable code and CWE information.

Package Bug ID Bug Type* | Zero-shot | CoT | NoContext | SAN2PATCH | VulnFix ExtractFix | VulRepair | VulMaster
I A’ M+ A M [ A M [ A M [48] [13] [12] [51]
CVE-2017-14745 10 X X X X X X v v v - X X
binutils CVE-2017-15020 BO v v v v (A) v v (A) X - X X
S CVE-2017-15025 DZ v v ooy v | v vy v v X x
CVE-2017-6965 BO X X X X X X v v - X X
gnubug-19784 BO X X v v V(A) v v v X X X
coreutils gnubug-25003 10 v v (A) v V(A) v v v v v X X X
gnubug-25023 BO v v (A) v v (A) v v (A) v v (A) v X X X
gnubug-26545 10 v v (A) v V(A) v v (A) v v (A) X X X X
. CVE-2016-8691 Dz X X X X X X X X v v X v
JAPEr CVE-2016-9557 10 X X vy | v VAN X - X X
libarchive CVE-2016-5844 10 v v v V(A) v v v v (A) v - X X
CVE-2012-2806 BO v v v v (A) v v v v (A) v v X X
libjpeg CVE-2017-15232 NPD v v (A) v V(A) X X X X v v - -
CVE-2018-14498 BO X X X X X X v V(A) X X X X
CVE-2018-19664 BO X X X X X X X X X X X X
CVE-2016-9264 BO V7N W v N S RV /U \ W VAN 7 - X X
libming CVE-2018-8806 UAF X X X X X X X X X - X X
CVE-2018-8964 UAF X X X X X X X X X - X X
bugzilla2611 DZ A 7 A X X VARRRVATN X 7 X X
bugzilla-2633 BO v v (A) v v (A) v v (A) v v (A) X X X X
CVE-2016-10092 BO X X X X v V(A) v v (A) X - X X
CVE-2016-10094 BO v V(A) v v v V(A) X X X v
CVE-2016-10272 BO X X X X v V(A) v V(A) X - X X
CVE-2016-5321 BO v v v v (A) v v v v v v X X
libtiff CVE-2016-9273 BO X X X X X X v V(A) X X X X
CVE-2016-9532 BO X X X X v v (A) v v (A) X - X X
CVE-2017-5225 BO v V(A) v v (A) v V(A) v v (A) X - X X
CVE-2017-7595 DZ VRN v ooy | v v v v X x
CVE-2017-7599 DT v V(A) v v (A) v V(A) v V(A) X - - -
CVE-2017-7600 DT v v v v v V(A) v V(A) X - - -
CVE-2017-7601 10 Soovwy | vy v vy | v ve v X X X
CVE-2012-5134 BO v v v v X X v v (A) v v v X
libxml2 CVE-2016-1838 BO v v (A) v /(A) v V(A) v v X X X X
CVE-2016-1839 BO X X v v (A) v V(A) v v X X X
CVE-2017-5969 NPD v v v v v v v v v v X X
potrace CVE-2013-7437 BO X X X X 4 v v — X X
CVE-2017-5974 BO X X X X v V(A) v V(A) v - X X
zziplib CVE-2017-5975 NPD v v v v v v v v v - X X
CVE-2017-5976 BO X X v v v V(A) X - X X
Total [ 22/39 21/39‘ 26/39 22/39‘ 28/39 24/39‘ 34/39 31/39‘ 20/39 [ 9/21 [ 1/36 [ 2/36

*10: Integer Overflow, DT: Data Type Overflow, DZ: Divide by Zero, NPD: Null Pointer Dereference, BO: Buffer Overflow, UAF: Use-After-Free.
' Automated validation. v: Both vulnerability and functionality tests passed; X: Vulnerability test or functionality test failed.

# Manual validation. v: Correct (developer-matched); v/(A): Correct (alternative);
each determination, see the supplementary material.

4.2 RQ2: Effectiveness on New Vulnerabilities

In this research question, we evaluate whether SAN2PATCH
can effectively patch recent and previously unseen vulnerabil-
ities. Specifically, we focus on its performance for vulnerabil-
ities not included in the LLM’s training data. To test this, we
used our newly constructed SAN2VULN benchmark, which
primarily consists of recent vulnerabilities, in contrast to the
outdated VulnLoc benchmark. Additionally, we measured
the time and cost required for patch generation to assess the
practical feasibility of SAN2PATCH in real-world scenarios.
As shown in Table 2, SAN2PATCH successfully patched
17 out of 27 vulnerabilities in the SAN2VULN benchmark.
Notably, it patched 6 out of 10 vulnerabilities that do not yet
have an official fix (prefixed with NOFIX), demonstrating
its ability to handle entirely new vulnerabilities. Furthermore,
among the 11 vulnerabilities disclosed after September
2024, which were not included in the LLM’s training data,

: Incorrect (failed some test cases); X: Incorrect (failed all test cases). For detailed examples of

SAN2PATCH successfully patched 7. These results confirm
that SAN2PATCH can effectively patch vulnerabilities the
LLM has not been trained on.

The evaluation also shows that SAN2PATCH is practical
in both time and cost. The average time required per
vulnerability was 8 minutes and 55 seconds, with a patch
generation cost of $0.48 per attempt, regardless of success
or failure. These results demonstrate that SAN2PATCH can
be reasonably applied in real-world environments.

SAN2PATCH effectively patches recent and unseen vul-
nerabilities, including those without official fixes, at a low
cost ($0.48 per attempt) and within practical timeframes
(under 9 minutes per patch).
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Table 2: Evaluation of SAN2PATCH on SAN2VULN.

Table 3: Patching results of SAN2PATCH using various LLM:s.

4.3 RQ3. Impact of LLM Models

To evaluate how the performance of the LLM affects
SAN2PATCH, we compared its performance using different
LLM models. LLM performance can be measured with var-
ious benchmarks, depending on the domain and purpose.

CVE-2017-7595
CVE-2017-7599
CVE-2017-7600
CVE-2017-7601
CVE-2012-5134
CVE-2016-1838
CVE-2016-1839
CVE-2017-5969
CVE-2013-7437
CVE-2017-5974
CVE-2017-5975

SAN2PATCH Total Total Time GPT- Claude L. Gemini

Package Bug ID A M "% Co$)  (minzseo) Bug ID G:)T' do- G;):' 35 (1;?1?:: 15

libming CVE-2024-24148 7/ (A) 1 0.26 08:55 mini Sonnet Flash
CVE-2024-24146 v /(A 1 0.24 08:47 CVE-2017-14745 v X v X X v
NOFIX-2024-002 v 1 0.31 03:27 CVE-2017-15020 v X X v v v
NOFIX-2024-003 v /(A 1 0.25 03:19 CVE-2017-15025 v v v 4 X v
NOFIX-2024-004 v /(A 1 0.26 05:36 CVE-2017-6965 X X X X X X
NOFIX-2024-005 v 1 0.4 05:00 gnubug-19784 v X X v v v
Bentod NOFIX-2024-006 v 1 0.3 03:08 gnubug-25003 v v v v v v
NOFIX-2024-007 v /(A 1 0.27 04:02 gnubug-25023 v v X v v v
NOFIX-2024-008 v 1 0.26 06:16 gnubug-26545 v X X 4 4 X
NOFIX-2024-009 v /(A 1 0.21 03:09 CVE-2016-8691 X X X X X X
NOFIX-2024-010 v /(A 1 0.29 04:06 CVE-2016-9557 v X X 4 X X
NOFIX-2024-001 v /(A 1 0.29 11:39 CVE-2016-5844 v X X 4 X X
CVE-2022-26981 v /(A 1 0.27 08:01 CVE-2012-2806 v X X v v X
CVE-2022-31783 X X 5 1.26 47:31 CVE-2017-15232 X v X v v X
GIT-2024-1530 X X 5 1.05 46:34 CVE-2018-14498 4 X X X X X
GIT-2024-1531 X X 5 1.13 53:15 CVE-2018-19664 X X X X X X
Liblouis GIT-2024-1532 v /(A 1 0.39 09:53 CVE-2016-9264 7/ X 7/ v/ v/ X
GIT-2024-1533 v /(A 2 0.53 18:29 CVE-2018-8806 X X X X X X
GIT-2024-1534 v /(A 1 0.27 09:03 CVE-2018-8964 X X X X X X
GIT-2024-1535 v /(A 2 0.45 14:49 bugzilla-2611 v/ v X 7 7 X
GIT-2024-1536 X X 5 1.15 71:34 bugzilla-2633 v v X v v/ X
GIT-2024-1537 v /(A 1 0.27 09:11 CVE-2016-10092 v X X v/ X X
GIT-2024-1539 4 2 0.66 22:30 CVE-2016-10094 v v v v/ X X
0OSV-2024-1206 v /(A 1 0.33 09:53 CVE-2016-10272 v X X v X v
Kamilio OSV-2024-1210 v /(A 1 0.28 06:15 CVE-2016-5321 v/ v X v v v
OSV-2024-1230 v /(A 5 1.16 42:04 CVE-2016-9273 v/ X X v X X
OSV-2024-1244 v 1 0.37 09:48 CVE-2016-9532 Ve v X X v X
23/27 17127 0.48 (Avg.) 08:55 (Avg.) CVE-2017-5225 v v X v X X
v v v v v v
v v v v X X
v v X v X v
v v X 4 X X
v X X X v X
4 X X 4 4 X
X v X X 4 v
v v v v X v
X X X X X X
v v X v v X
v/ X X v X v
v X X v v v

Among these, we identified MMLU and HumanEval as key
benchmarks likely to impact SAN2PATCH’s performance.
MMLU (Massive Multitask Language Understanding) [8]
measures code generation capabilities through a set of pro-
gramming tasks. These benchmarks are widely used and con-
sidered essential because SAN2PATCH’s reasoning process
requires both general knowledge and language understanding
as well as code generation skills. To analyze how LLM per-
formance affects SAN2PATCH, we selected models with vary-
ing MMLU and HumanEval scores for our experiments. The
models tested included GPT-40, GPT-40-mini, GPT-3.5-turbo,
Claude 3.5 Sonnet, Gemini 1.5 Pro, and Gemini 1.5 Flash.
Table 3 presents the patching results for each model. The
evaluation criteria were consistent with those used in RQI
and RQ?2, assessing whether vulnerabilities were fixed and
functionality remained intact. To enhance reliability, patches
that passed automated validation were manually inspected.
As shown in Table 3, GPT-40, Claude 3.5 Sonnet, and
Gemini 1.5 Pro delivered sequentially higher performance,
while smaller models performed less effectively. GPT-4o,
the best-performing model, successfully patched 31 out of 39
vulnerabilities. Claude 3.5 Sonnet and Gemini 1.5 Pro patched
28 and 18 vulnerabilities, respectively. Notably, Gemini 1.5
Pro fixed 2 of the 8 vulnerabilities that GPT-4o failed to patch.

CVE-2017-5976
Total 31/39 17/39 8

<
w
°

28/39 18/39 14/39

GPT-40-mini achieved a similar performance to Gemini 1.5
Pro, successfully patching 17 vulnerabilities.

In contrast, GPT-3.5-turbo and Gemini 1.5 Flash exhibited
significantly lower performance. They patched only 8 and
14 vulnerabilities, respectively, which was below the success
rate of the larger models. This reduced performance can
be attributed to the smaller size of these models, which
limits their ability to understand and process code effectively.
Smaller LLMs, such as GPT-3.5-turbo and Gemini 1.5 Flash,
often failed to follow the required output format, leading to
patching failures.

SAN2PATCH’s performance improves with more ad-
vanced LLMs, as its effectiveness relies heavily on the
LLM’s capabilities. Among the tested models, GPT-40
achieved the highest performance, demonstrating the po-
tential of advanced LLMs in vulnerability patching.
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4.4 RQ4. Functional Correctness

In this research question, we investigate whether the patches
generated by SAN2PATCH preserve the original functionality
of the program. In vulnerability patching, it is critical not
only to fix the vulnerability but also to ensure that the pro-
gram’s intended behavior remains unchanged. Unlike vulner-
ability tests that primarily detect crashes, functionality tests
require skilled developers to manually create test cases, mak-
ing them difficult to implement. Consequently, many projects
lack comprehensive functionality tests, highlighting the impor-
tance of generating patches that do not alter existing behavior.
To address this issue, we conducted experiments to evalu-
ate whether SAN2PATCH can produce functionally correct
patches. We compared the validation results of SAN2PATCH’s
patch candidates with those from alternative experimental set-
tings, using the same prompting and context retriever configu-
rations as in RQ1, including zero-shot, CoT, and No Context.
The results are summarized in Table 4.

Table 4: Comparison of functionality and patching success by
prompt strategies.

| Zero-shot | CoT | No Context | SAN2PATCH
# Vuln. test passed” 77 93 50 103
# Func. test passed 22 26 28 34
# Patch success’ 21 22 24 31

success /

(%)
vuln. test passed 27%

24%

48% ‘ 30%

* Number of intermediate patch candidates that removed the vulnerability; only those
passing all functional tests are selected as final patches for each prompt strategy.
¥ Number of patch candidates that successfully passed manual validation.

As shown in Table 4, experiments using ToT demonstrated
a higher likelihood of producing functionally correct patches
that resolved vulnerabilities. In SAN2PATCH, 30% of the
patches that fixed vulnerabilities were verified to maintain the
original program functionality. Similarly, in the No Context
setting, which also uses ToT, 48% of the vulnerability-fixing
patches preserved functionality. In contrast, simpler reasoning
techniques like zero-shot and CoT showed lower success rates,
with only 27% and 24% of the patches, respectively, main-
taining the original program behavior. These results highlight
that the ToT-based patch generation approach in SAN2PATCH
is more effective at producing functionally correct patches.

The ToT-based patch generation methods, No Context
and SAN2PATCH, produce a higher proportion of suc-
cessful patches — achieving success rates of 48% and
30% respectively — outperforming zero-shot (27%) and
CoT (24%).

4.5 RQS5: Patching Various Types

We evaluate whether SAN2PATCH can effectively patch
various types of vulnerabilities. Using the GPT-40 model, the

patching performance of SAN2PATCH is categorized based
on different vulnerability types. The results are summarized
in Table 5.

Table 5: Patching success rates and vulnerability handling by
SAN2PATCH for different vulnerability types.

Vulnerability San2Parcn

Type Vuln. Success Patch Success
MY Passed Rate Success Rate
10 6/6 100% 6/6 100%
BO 22/22 100% 18/22 82%
DZ 3/4 75% 3/4 75%

NPD 2/3 67% 2/3 67%

UAF 0/2 0% 0/2 0%
DT 2/2 100% 2/2 100%

As shown in Table 5, SAN2PATCH successfully patched
a wide range of vulnerabilities. It was particularly effective
in handling data type overflow and integer overflow vulnera-
bilities, achieving a 100% success rate for both types. Other
arithmetic errors, such as ‘divide by zero,” showed a suc-
cess rate of 75%. For null pointer dereference vulnerabilities,
SAN2PATCH successfully patched two out of three instances.
For memory-related vulnerabilities, SAN2PATCH achieved
an 81.8% success rate in addressing buffer overflow vulner-
abilities. This high success rate can be attributed to the sim-
plicity of patches, such as adding boundary checks near the
crash stack trace, which effectively resolved the vulnerabili-
ties. However, in four cases, the patches altered the original
program’s functionality, causing them to fail functionality
tests. These failures likely occurred because the patched func-
tion was widely used in other parts of the program. To pass
functionality tests in such cases, more precise patches are
required, involving an analysis of how the patched function is
utilized in other parts of the code.

SAN2PATCH effectively patches various vulnerabilities,
achieving 82% success for buffer overflow, and 100% for
data type overflow, and integer overflow, while address-
ing divide by zero (75%) and null pointer dereference
vulnerabilities.

5 Discussion

5.1 Limitation of SAN2PATCH

SAN2PATCH is limited to generating patches for vulnerabili-
ties that are detected by a sanitizer. Vulnerabilities that cannot
be detected by any sanitizer (e.g., the use of weak crypto-
graphic algorithms [26] or authentication bypasses [25]) are
fundamentally unpatchable. Moreover, in this work, we fo-
cus on AddressSanitizer [36] and UndefinedBehaviorSani-
tizer [23]. Therefore, vulnerabilities detectable only by other
sanitizers, such as race conditions [27], which can be iden-
tified by ThreadSanitizer [22], are outside the scope of our
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evaluation and require further study.

SAN2PATCH’s patch validation process also has some lim-
itations. First, in the vulnerability test, only a single PoC is
used to test each vulnerability, which means that new vulner-
abilities introduced by a patch may go undetected. Although
fuzzing could help mitigate this issue, achieving sufficient
coverage and reliable results requires running fuzzers for an
extended period, which is often not practical. Additionally, in
the functionality test, we rely on the project’s existing unit
tests. If the unit test coverage is incomplete, the accuracy of
the functionality test may be significantly reduced. To ad-
dress these limitations, we performed manual validation in
this work; however, a more accurate and efficient functional
testing process is still needed.

5.2 Analysis of Failure Cases

We carefully analyzed the cases where patching failed. As a re-
sult, we identified the following reasons for failure. Examples
of failed patches can be found in the supplementary material.

Inaccurate Vulnerability Classification In several cases,
we observed that SAN2PATCH incorrectly identified the
vulnerability type during the first stage, Vulnerability Compre-
hension. Most sanitizer logs provided sufficient descriptions
of the vulnerabilities, enabling the LLM to accurately
determine the types of vulnerabilities. However, a few logs
reported bug types that differed from the actual root cause,
causing the LLM to misunderstand the vulnerability. Since
this incorrect information propagates through subsequent
stages, it leads to incorrect patch generation, ultimately
preventing successful patches.

Challenges in Fault Localization SAN2PATCH’s fault lo-
calization relies on stack traces. However, some vulnerabili-
ties exhibit distinct characteristics, where the root cause lies
far from the stack trace. Therefore, in such cases, reasoning
in the Where-To-Fix stage often failed. For example, in CVE-
2018-19664, which all models failed to patch, the vulnerabil-
ity is triggered by a function pointer call. Developers fixed
this by modifying the function pointer’s assignment, which is
far from the bug point. As a result, SAN2PATCH was unable
to generate a successful patch. Similarly, for CVE-2016-8691,
another vulnerability that the model failed to patch, simply
fixing the location where the divide-by-zero occurs is insuf-
ficient; addressing the underlying root cause is necessary to
prevent further divide-by-zero vulnerabilities. Similarly, for
two UAF vulnerabilities — CVE-2018-8806 and CVE-2018-
8964 — where SAN2PATCH also failed to generate patches,
it is necessary to address their underlying root causes rather
than simply patching the crash location indicated by the stack
traces.

Limitations of Single-Location Fixes In SAN2PATCH’s
Where-To-Fix stage, multiple fix locations can be selected at
once, but in most cases, the LLM tended to choose only a

single vulnerable code region. Unfortunately, when dealing
with more intricate vulnerabilities, modifying only a single
location is not sufficient.

Incorrect Code Modifications Even when the LLM fully
understood the vulnerability and correctly identified the fix
location, it sometimes failed during Candidate Generation.
Most of these failures involved generating completely invalid
code, such as introducing incorrect constraints. In other cases,
the generated code was insufficient, addressing only specific
scenarios. For example, in CVE-2017-6965, the sanitizer log
showed a buffer overflow on a buffer of size 157 bytes. The
LLM used this detail to add a check for buffers smaller than
157 bytes, but the actual buffer size is determined at runtime.
Similarly, for CVE-2013-7437, the LLM added an arbitrary
large upper bound, resulting in a patch that only addressed the
specific PoC. On the other hand, some patches introduced too
many boundary checks, making the code overly restrictive
and causing functional test failures.

Syntactic and Structural Errors in Patch Code In some
cases, the LLM generated patches with basic syntax errors,
most often mismatched curly braces, especially in lower-
performing models. Post-processing resolved some errors,
but incomplete code blocks and unexpected formatting still
caused build failures. The LLM sometimes returned only par-
tial edits despite instructions to generate complete code, or
defined new functions within provided blocks, which often
led to failures in vulnerability or functional tests.

Superficial Fixes That Bypass the Real Issue Another rea-
son for patch failures was that the LLM sometimes attempted
to bypass vulnerabilities through superficial fixes. For exam-
ple, it occasionally removed entire functions or important
logic, thereby avoiding the vulnerability trigger without ad-
dressing the root cause.

5.3 Code Context Trade-off

In SAN2PATCH, we primarily provide code surrounding the
stack trace entries identified in the sanitizer log, parsed using
an AST-based approach. This decision was based on exper-
imental results indicating that supplying excessive context
can actually hinder the LLM’s ability to accurately select
the correct fix location. When we provided program slicing
or inter-procedural results to the LLM, it frequently chose
irrelevant locations during fault localization, leading to lower-
quality patch candidates. By restricting the input to code near
the stack trace — where the root cause is most likely to reside
— SAN2PATCH was able to improve overall patch success
rates. Our design aligns with studies showing that relevant,
focused information is more useful for patch generation [31].
Furthermore, research highlights the importance of local con-
text for effective reasoning [33], indicating that targeted code
context outperforms excessive code context.

Nonetheless, there are cases where the root cause does
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not appear in the stack trace. For example, in CVE-2016-
8691 and CVE-2018-19664, the functions modified by
the developer’s patch are not included in the stack trace.
Focusing on code regions close to the stack trace generally
improves efficiency and relevance, but may fail to capture
vulnerabilities needing more thorough root cause analysis
and expanded context. This underscores the balance between
targeted focus and broader coverage.

5.4 Factors Influencing Performance

The effectiveness of SAN2PATCH is shaped by several key fac-
tors. One primary consideration is the potential influence of
training data, as LLM-based approaches may perform better
on vulnerabilities similar to those in their training sets. Pre-
vious research, such as VulMaster, demonstrated this effect,
showing higher accuracy for known vulnerability patterns. We
addressed this concern by carefully excluding vulnerability
identifiers and temporal information from our experiments,
forcing SAN2PATCH to rely on fundamental reasoning rather
than pattern matching. The quality of crash analysis from san-
itizer tools emerged as another crucial factor. Our use of GCC
AddressSanitizer logs provided detailed crash information
that enhanced SAN2PATCH’s patch generation capabilities.
This observation suggests that advances in crash analysis tools
could further improve automated patch generation, mirroring
how human analysts benefit from detailed crash information.

5.5 Vulnerability-Specific Performance

SAN2PATCH showed varying effectiveness across vulnera-
bility types, excelling in buffer overflows and integer-related
issues but struggling with UAF vulnerabilities. This highlights
the need for more advanced methods to address complex
memory-related issues, particularly those requiring a deeper
understanding of memory lifecycle patterns. These results
suggest promising directions for future research, including
specialized strategies for challenging vulnerabilities.

6 Related Work

6.1 Automated Program Repair (APR)

Several studies in APR have specifically focused on patching
security vulnerabilities [15]. One such approach is SenX [16],
which generates patches for vulnerabilities by leveraging
human-specified, vulnerability-specific safety properties. An-
other notable method is CPR [37], which co-explores both
patch and input spaces through concolic path exploration, ef-
fectively reducing overfitting patches and improving repair
correctness. ExtraFix [13], on the other hand, fixes vulnera-
bilities by extracting crash constraints, using these as proof
obligations for patch synthesis without relying on extensive

test suites [13]. Finally, VulnFix [48] employs an inductive in-
ference approach, constructing patch invariants from state mu-
tations to generate patches, starting with a single failing input.

6.2 LLM-based Vulnerability Repair

Research has explored machine learning models for vulnera-
bility repair [9, 10, 12], with LLMs emerging as a promising
approach [50]. Pearce et al. [32] examines zero-shot vulnera-
bility repair using LLMs, highlighting challenges in prompt
design for generating secure code fixes. While LLMs perform
well in synthetic scenarios, real-world applications reveal dif-
ficulties in creating functionally correct patches. Wu et al.
[42] compares LLMs with deep learning techniques for Java
vulnerability repair, emphasizing the need for larger datasets
and better tuning methods. Similarly, Zhang et al. [47] demon-
strates the superiority of pre-trained models over traditional
methods, proposing enhancements through transfer learning
and practical strategies. Zhou et al. [51] trains a CodeT5-
based model using AST and CWE knowledge, while recent
work [18, 30] explore CoT prompting for patch generation.
However, most LLM-based studies rely on explicitly pro-
vided modification locations and, in some cases, precise CWE
information [51]. In contrast, SAN2PATCH requires only a
sanitizer log, allowing the LLM to autonomously analyze
the crash log, locate the issue, and generate patches without
human intervention. Furthermore, while previous research pri-
marily employs basic prompt engineering techniques like CoT,
more advanced methods such as ToT, which explore diverse
reasoning paths to enhance patch diversity, have remained un-
explored. Our research demonstrates that ToT-based prompt-
ing not only improves patch success rates but also ensures
vulnerability fixes while maintaining functional correctness.

6.3 Prompt Engineering

Efforts to maximize the reasoning capabilities of LLMs have
been ongoing [14]. Among these approaches, prompt engi-
neering [35] is a technique aimed at enhancing LLM perfor-
mance without requiring fine-tuning. Unlike methods that
alter the model itself, which demand substantial computa-
tional resources, prompt engineering optimizes input prompts
to elicit better responses. Few-shot prompting [6] involves
providing relevant QA pairs within the prompt to guide
the model. CoT [40], a widely adopted method, improves
LLM performance by breaking down problems into sub-steps
and enabling sequential reasoning. Building on CoT, Self-
Consistency [39] enhances reliability by generating multiple
solutions and selecting the most consistent one. Advanced
methods such as ToT [45] and Graph of Thoughts (GoT) [5]
extend CoT by using tree or graph structures to explore diverse
reasoning paths and identify the best solution. Additionally,
Least-to-Most Prompting [49] addresses CoT’s limitations
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by decomposing complex tasks into simpler subproblems,
improving generalization to harder challenges.

7 Conclusion

We presented SAN2PATCH, a system based on LLMs that gen-
erates security patches directly from sanitizer logs using ToT
prompting. Our evaluation demonstrated that SAN2PATCH
successfully patches 79% of vulnerabilities in the VulnLoc
benchmark, significantly outperforming existing tools such
as ExtractFix (43%) and VulnFix (51%). The system also
proved effective on our newly curated SAN2VULN dataset,
which consists of previously unseen vulnerabilities, achieving
a success rate of 63% and showcasing its ability to generalize
beyond the training data. Most notably, SAN2PATCH excelled
at addressing complex memory-related vulnerabilities, suc-
cessfully fixing 81.8% of buffer overflows while preserving
program functionality.
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A Ablation Study

We conducted an ablation study to verify whether the four
stages of SAN2PATCH (Vulnerability Comprehension, Where-
To-Fix, How-To-Fix, and Candidate Generation) effectively
contribute to its overall performance. Since the Where-To-Fix
and Candidate Generation stages are essential for patch gen-
eration, we focused on assessing the impact of removing the
Vulnerability Comprehension and How-To-Fix stages. When
these stages were omitted, the information typically produced
by them (e.g., vulnerability type, vulnerability root cause, and
fix strategy) was provided as empty values to subsequent
stages. The detailed results of this experiment are presented
in Table 6.

Table 6: SAN2PATCH’s performance with specific stage re-
moved.

No Comprehend No howtofix
Package Bug ID A [ M [ Y [ M
CVE-2017-14745 v V(A) v /(A)
o CVE-2017-15020 v V(A) v /(A)
binutils
CVE-2017-15025 v v v /(A)
CVE-2017-6965 v v
gnubug-19784 v X v v
. gnubug-25003 v v /(A)
coreutils
gnubug-25023 v V(A) v V(A)
gnubug-26545 v V(A) v V(A)
. CVE-2016-8691 X X X X
jasper
CVE-2016-9557 X X v /(A)
libarchive ~ CVE-2016-5844 v v v v
CVE-2012-2806 v v X X
- CVE-2017-15232 v V(A) X X
libjpeg
CVE-2018-14498 4 V(A) X X
CVE-2018-19664 X X X X
CVE-2016-9264 v v v /(A)
libming CVE-2018-8806 X X X X
CVE-2018-8964 X X X X
bugzilla-2611 v v (A) v V(A)
bugzilla-2633 v X v X
CVE-2016-10092 X X v /(A)
CVE-2016-10094 v v /(A)
CVE-2016-10272 X X v /(A)
CVE-2016-5321 v v v v
libtiff CVE-2016-9273 X X v /(A)
CVE-2016-9532 X X v
CVE-2017-5225 v V(A) v /(A)
CVE-2017-7595 v V(A) v v
CVE-2017-7599 v V(A) v /(A)
CVE-2017-7600 v V(A) v
CVE-2017-7601 v V(A) X X
CVE-2012-5134 v v v v
. CVE-2016-1838 v v v /(A)
libxml2
CVE-2016-1839 v V(A) v /(A)
CVE-2017-5969 v v v
potrace CVE-2013-7437 v X X
CVE-2017-5974 v V(A) X X
zziplib CVE-2017-5975 v v v v
CVE-2017-5976 v X X
Total [ 30/39 [ 22/39 | 28/39 [ 24739

Comparing the original experimental results shown in Ta-

ble 1 with the ablation results in Table 6, we clearly ob-
serve improved performance when all components are in-
cluded. Specifically, omitting the Vulnerability Comprehen-
sion stage resulted in successfully patching only 22 vulnerabil-
ities, whereas skipping the How-To-Fix stage led to successful
patching of 24 vulnerabilities. These outcomes demonstrate
that the multi-stage approach adopted by SAN2PATCH is ef-
fective, and confirm that each individual component provides
a meaningful contribution.

B Benchmark Details

B.1 VulnLoc Benchmark

In this study, we added automated functionality tests to the
VulnLoc benchmark to improve patch validation. These tests
use unit tests provided by project developers. If any unit tests
failed in the pre-patch project, those tests were excluded
from the functional test evaluation. However, for projects
without unit tests, functionality tests could not be applied.
In such cases, we performed a more detailed patch analysis
during manual validation. The following CVEs do not have
functional tests: gnubug-19784, CVE-2016-8691, CVE-2016-
9557, CVE-2016-5844, CVE-2017-5974, CVE-2017-5975,
and CVE-2017-5976.

B.2 SAN2VULN Benckmark

In this study, we constructed the SAN2VULN benchmark to
evaluate whether SAN2PATCH can realistically handle mod-
ern and emerging vulnerabilities. The SAN2VULN benchmark
consists of a total of 27 recent vulnerabilities. Further details
on the San2Vuln benchmark are provided in Table 7.
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Table 7: Detailed information of our SAN2VULN benchmark.

Possibly learned

Package Bug ID Functional Test Published Date by LLM?2t Fixed Reference
libming CVE-2024-24148 make check -j -k Jan 13, 2024 v X https://github.com/libming/libming/issues/308
CVE-2024-24146 make check -j -k Jan 13, 2024 v X https://github.com/libming/libming/issues/307
NOFIX-2024-002 X Dec, 24, 2024 X X https://github.com/axiomatic-systems/Bento4/issues/990#Bug|
NOFIX-2024-003 X Dec, 24, 2024 X X https://github.com/axiomatic-systems/Bento4/issues/990#Bug?2
bentod NOFIX-2024-004 X Sep 9, 2024 X X https://github.com/axiomatic-systems/Bento4/issues/980#Bug1
NOFIX-2024-005 X Sep 9, 2024 X X https://github.com/axiomatic-systems/Bento4/issues/980#Bug?2
NOFIX-2024-006 X Dec, 24, 2024 X X https://github.com/axiomatic-systems/Bento4/issues/989#Bug?2
NOFIX-2024-007 X Mar 29, 2024 v X https://github.com/axiomatic-systems/Bento4/issues/946
NOFIX-2024-008 X May 27, 2024 v X https://github.com/axiomatic-systems/Bento4/issues/964#Bug2
NOFIX-2024-009 X May 27, 2024 v X https://github.com/axiomatic-systems/Bento4/issues/964#Bug3
NOFIX-2024-010 X Jan 16, 2025 X X https://github.com/axiomatic-systems/Bento4/issues/991#Bug2
NOFIX-2024-001 make check -j‘nproc* Sep 11, 2024 X X https://github.com/liblouis/liblouis/issues/1632
CVE-2022-26981 make check -j‘nproc* Mar 4, 2022 v v https://github.com/liblouis/liblouis/issues/1171
CVE-2022-31783  make check -j‘nproc* May 21, 2022 v 4 https://github.com/liblouis/liblouis/issues/1214
liblouis GIT-2024-1530 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1530
GIT-2024-1531 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1531
GIT-2024-1532 make check -j ‘nproc* Mar 16, 2024 v 4 https://github.com/liblouis/liblouis/issues/1532
GIT-2024-1533 make check -j‘nproc* Mar 16, 2024 v 4 https://github.com/liblouis/liblouis/issues/1533
GIT-2024-1534 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1534
GIT-2024-1535 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1535
GIT-2024-1536 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1536
GIT-2024-1537 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1537
GIT-2024-1539 make check -j‘nproc* Mar 16, 2024 v v https://github.com/liblouis/liblouis/issues/1539
OSV-2024-1206 running unit test Oct 11, 2024 X 4 https://osv.dev/vulnerability/OSV-2024-1206
kamilio* OSV-2024-1210 running unit test Oct 11, 2024 X v https://osv.dev/vulnerability/OSV-2024-1210
OSV-2024-1230 running unit test Oct 19, 2024 X v https://osv.dev/vulnerability/OSV-2024-1230
OSV-2024-1244 running unit test Oct 27, 2024 X v https://osv.dev/vulnerability/OSV-2024-1244

¥ The training data of the LLM is assumed to be collected as of August 2024, based on the GPT-40-2024-08-06 model.
# These vulnerabilities were discovered through the OSS-Fuzz project. Therefore, they are triggered in the fuzzing harness.
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